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EASA Part 21 J Safety Management System SMS - Introduction to Risk
Management: Analysis, Assessment, and Mitigation.

Sofema Online (SOL) www.sofemaonline.com considers best practices and challenges
related to the Part 21J Risk Management typical SMS analytical processes

Introduction

Effective hazard identification and risk management are critical components of the
EASA Part 21J design process.

By systematically identifying failure modes, addressing safety-critical elements, and
accounting for external influences, organizations can mitigate risks early in the design
phase. Continuous monitoring, feedback from operations, and validation through testing
ensure that hazards remain controlled throughout the lifecycle, enhancing both safety
and reliability of the design

e The integration of risk management adds an additional layer of protection,
enhancing the identification, assessment, and mitigation of risks associated with
design activities.

Here we examine the best practices and challenges related to these processes as they
apply to a Part 21J organization's Safety Management System (SMS), focusing on
achieving compliance with EASA regulations while aligning with ICAO Annex 19 safety
principles.

Introduction to Risk Management in Design Organizations

Risk management in a Part 21J organization is mandated by EASA regulations, aiming
to address hazards systematically in the design of aircraft, parts, and systems.

For design organizations, this means ensuring that potential risks to safety are
identified early in the design process and effectively mitigated to prevent any
negative impact.

Risk management typically follows three stages:

1. Risk Analysis: This involves the identification and examination of potential
hazards that may affect the safety, performance, or regulatory compliance of the
design.

2. Risk Assessment: The process evaluates the likelihood and severity of
identified hazards, prioritizing them based on their potential impact.
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3. Risk Mitigation: The implementation of measures to reduce or eliminate risks to
acceptable levels, ensuring safety and regulatory compliance.

Risk Analysis

A key part of risk management in Part 21J organizations is comprehensive risk analysis.
This process helps in managing the risks associated with aircraft design by identifying
hazards, potential failure modes, and external influences early in the design phase.

Effective risk analysis ensures that safety-critical aspects are addressed systematically.
Key Aspects of Risk Analysis:

o Hazard Identification: Uncovering all potential hazards that may affect the
design and operation of the aircraft or its components. This involves looking at
failure modes, safety-critical elements, and external influences.

« Failure Modes: Identifying different ways in which design components can fail,
potentially leading to safety risks. These can range from mechanical failures
(e.g., structural fatigue) to software malfunctions (e.g., autopilot system errors).

Example: A fuel delivery system failure mode might include fuel pump failure, fuel
contamination, or sensor malfunction, each posing a risk to the aircraft’s operation.

Approaches for Identifying Failure Modes:

o Failure Mode and Effects Analysis (FMEA): FMEA is a bottom-up, systematic
method used to identify and prioritize potential failure points within a system or
component. The process involves listing all possible failure modes for each
component, determining their effects on the overall system, and assigning a risk
priority number (RPN) based on the likelihood of occurrence, severity, and
detectability.

Example: In a fuel delivery system, FMEA might identify failure modes such as fuel
pump failure, fuel contamination, or sensor malfunction. Each failure is ranked based on
its potential impact on engine performance and safety.

o Fault Tree Analysis (FTA): FTA is a top-down approach used to trace the root
causes of a specific failure or undesired event. It starts with a high-level failure
(e.g., loss of aircraft control) and traces downward to find contributing failures in
subsystems.

Example: In a landing gear system, FTA might begin with the failure to deploy the
landing gear and work backward to identify possible causes such as hydraulic system
failure, sensor malfunction, or mechanical blockages.
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Key Considerations:

o Combination of Approaches: Employing both FMEA (bottom-up) and FTA (top-
down) provides a comprehensive view of potential risks in the design.

« Feedback from Operations: Integrating data from previous operations,
incidents, and maintenance reports helps refine the failure mode identification
process, improving risk management.

Safety-Critical Design Elements

Safety-critical elements refer to design features or components whose failure could lead
to catastrophic outcomes, such as loss of life or aircraft destruction. These elements
require special attention during hazard identification and mitigation processes.

Examples of Safety-Critical Design Elements:

« Redundancy Systems: In critical systems, redundancy helps mitigate single-
point failures. For example, multiple hydraulic lines or independent power
supplies for avionics ensure that, in case of a failure in one system, others can
continue functioning safely.

o Structural Integrity: Aircraft structures, such as the fuselage, wings, and landing
gear, must be designed to withstand stress and fatigue. Identifying stress points
(e.g., joints, fasteners) and strengthening them is essential to prevent structural
failures.

Example: In designing a wing spar, it is important to ensure that the spar can endure
expected loads throughout the aircraft’s service life, considering material fatigue,
thermal expansion, and aerodynamic stresses.

External Influences

External influences, such as environmental conditions and human-machine interactions,
play a crucial role in determining the risks associated with aircraft design. These factors
must be integrated into risk analysis to ensure the design operates safely under a wide
range of conditions.

Operational Environment Considerations:

« Environmental Hazards: Aircraft must be designed to withstand various weather
conditions (e.g., extreme heat, cold, wind, or precipitation). This may require
additional systems such as de-icing equipment or structural reinforcements to
ensure safety in adverse conditions.

Example: An aircraft designed for arctic operations may require enhanced de-icing
systems, while those operating in tropical climates might need corrosion-resistant
materials to cope with humidity and salt exposure.
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o Geographical Considerations: The design must perform effectively in different
geographical environments, such as high-altitude airports, where engine
performance is affected, or short-runway operations, which place additional
stress on brakes and landing gear.

Human-Machine Interface (HMI) and Human Factors

Human factors can influence how pilots, engineers, and maintenance personnel interact
with aircraft systems. Poorly designed interfaces can lead to human error, a significant
contributor to many aviation incidents.

o Cockpit Design: Cockpit systems should be designed to ensure clear, intuitive
interaction between the pilot and avionics systems. Complex controls or
ambiguous displays increase the likelihood of operational errors.

Example: In the event of an engine failure, cockpit systems should provide clear,
unambiguous alerts to guide the pilot through the correct procedures.

« Maintenance Procedures: Maintenance personnel must have access to clear,
accessible instructions to avoid errors during routine servicing. Ambiguous
procedures can lead to misinterpretations, which may compromise safety.

Documentation and Continuous Monitoring

Effective risk management requires thorough documentation and continuous monitoring
throughout the design lifecycle. This includes:

« Hazard Logs: A living document tracking all identified hazards, mitigation
measures, and their status. It is updated as new information becomes available
or as the design evolves.

o Design Review Audits: Regular audits ensure that risks are identified and
mitigated continuously, particularly when new technologies or operational
environments are introduced.

Key Considerations (Documentation and Continuous Monitoring)

« Lifecycle Perspective: Risk management should encompass the entire lifecycle
of the aircraft, from design to decommissioning.

« Ongoing Validation: Hazard logs and risk assessments must be validated
through testing, operational feedback, and audits to ensure their relevance and
effectiveness.
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Challenges in Hazard Identification

o Complexity of Modern Aircraft Systems: Increasingly complex aircraft
systems, such as fly-by-wire, pose challenges in identifying all potential
interactions and failure modes.

Note - This complexity demands innovative approaches to hazard identification.

« Emerging Technologies: New materials (e.g., composites) and advanced
systems (e.g., electric propulsion) present unique hazards, often not fully
understood due to limited operational data. This requires organizations to adapt
their hazard identification processes.

Next Steps

Please see the following Training Course - EASA Part 21 Subpart J Safety Management
System Implementation — 2 Days or visit www.sassofia.com or
email team@sassofia.com

https://sassofia.com/course/easa-part-21-subpart-j-safety-management-system-
implementation-2-days/
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