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Insider Threat in the Aviation Security
- 1 Day

Introduction

Insiders are individuals within an organisation who, intentionally or unintentionally, pose a
security risk. An insider threat occurs when these individuals misuse their access, either to
harm or exploit the organisation, leading to insider events.

Motivations vary, from personal gain to ideological reasons. Insider actions can range from
data theft to sabotage, revealing vulnerabilities within organisational structures.

Identifying these behaviors helps organisations implement mitigation measures, such as
increased monitoring, employee awareness programs, and strict access controls.

Responding promptly to insider activities ensures the safety of organisational assets and
maintains operational integrity. Effective strategies minimise risks and promote a secure
working environment.

Who is the course for?

This course is designed for professionals responsible for safeguarding organisational
security, including those in IT, HR, compliance, and management roles, seeking to
understand and mitigate insider threats.

What is the Benefit of this Training - What will I learn?

The benefit of this training is that it equips participants with the knowledge and tools to
effectively identify, prevent, and respond to insider threats, thereby enhancing
organisational security and operational integrity.
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Detailed Content / Topics - The following Subjects will be addressed

Introduction

Who are Insiders?

What is the Insider Threat and Insider Event?
What is the Rationale of an Insider?

How Can Insiders Act?

What Insiders Tell Us About the Organisation
Mitigation Measures

Response to Insider Activity

Resume
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Learning Objectives

Insider threat training shall result in the following competencies:

- Ability to recognise the insider, insider threat and insider event in the civil aviation
- Awareness of the impact, the rationale and actions of the insiders

- Knowledge of the mitigation measures

- Ability to respond appropriately to insider threat activity

Target groups

Aviation security professionals, risk managers, HR personnel, law enforcement, IT security
experts, and leadership teams focused on identifying and mitigating insider threats within
the aviation industry.

Pre-requisites

Recommended level is Entry-level and Intermediate.

Ground handling Agents, Airport operator’'s and/or Airline’s employees with completed
secondary education.

Good oral and written command of English.
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What do People Say about Sofema Aviation Services Training?

"The instructor delivered the course very clearly.”
"Very good knowledge of the instructor.”
“Very useful examples.”

"The presentation was perfect.”
"Excellent knowledge of the instructor.”

"All subjects were effective.”

Duration

1 day - Each Training day will commence at 09.00 and finish at 17.00 with appropriate
refreshment breaks.

To register for this training, please email office@sassofia.com or Call + 359 28210806
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