Intro to Systems Theoretic Process
Analysis (STPA)



Systems approach to safety engineering

STAMP Model

(Leveson, 2012)

(STAMP)

Accidents are more than a chain of
events, they involve complex dynamic
processes.

Treat accidents as a control problem,
not just a failure problem

Prevent accidents by enforcing
constraints on component behavior
and interactions

Captures more causes of accidents:

— Component failure accidents

— Unsafe interactions among components
— Complex human, software behavior

— Design errors

— Flawed requirements
* esp. software-related accidents



STAMP: basic control loop

Controller

Control Process
Algorithm || Model

Control

Controlled Process

e Controllers use a process model to
determine control actions

— Accidents often occur when the process

model is incorrect

e A good model of both software and
human behavior in accidents

e Four types of unsafe control actions:

1)

2)
3)

4)

Control commands required for safety
are not given

Unsafe ones are given

Potentially safe commands but given too
early, too late

Control action stops too soon or applied
too long



Using control theory
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Using control theory
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Using control theory

Controller

Control Process
Algorithm | | Model

Control

Controlled Process

Congress and Legislatures
Government Reports
Lobbying
Hearings and open meetings

Legislation l
Accidents

Government Regulatory Agencies
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Operations
Management
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Audit reports

Problem reports

Work Instructions

Operating Process
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Automated
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Software revisions [ Actuator(s) | [ Sensor(s) |
Hardware replacements
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Example
Safety
Control
Structure

(Leveson, 2012)

SYSTEM DEVELOPMENT

Congress and Legislatures
Government Reports
T Lobbying
Hearings and open meetings
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Legislation l

SYSTEM OPERATIONS

Congress and Legislatures
Government Reports
Lobbying
Hearings and open meetings

Legislation l
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Regulations
Standards
Certification
Legal penalties
Case Law

Accident and incident reports
Operations reports
Maintenance Reports
Change reports
Whistleblowers

Company
Management

Safety Policy

gegt.gatigns Certification Info.
Cta’Tf.a’ - Change reports
L ort Ilcatlor|1 - Whistleblowers
egal penalties Accidents and incidents
Case Law
Company
Management
Safety Policy Status Reports
Standards Risk Assessments
Resources Incident Reports
Policy, stds. Project

Management =————

Safety Standards l Hazard Analyses
Progress Reports

Design,
Documentation

Hazard Analyses
Safety—Related Changes
Progress Reports

i R
Standards Operations Reports

Resources

Operations
Management

Change requests
Audit reports

Problem reports

Work Instructions

Operating Assumptions

Safety Constraints

Test reports

Standards

Hazard Analyses
Test Requirements Y

Review Results

Implementation

Operating Procedures

Operating Process

| Human Controller(s) |

i

and assurance Aiomated
Safety Revised Controller
Reports operating procedures
! . Hazard A”a’}'ses Software revisions [ Actuator(s) | [ Sensor(s) |
Manufactu"ng Documentation Hardware rep|acements
Management Design Rationale Physical
Work safety reports Maintenance Process
Procedures | audits and Evolution Problem Reports
work logs Incidents
inspections Change Requests

Manufacturing

Performance Audits




STAMP and STPA

Accidents are
STAMP Model caused by

inadequate control




STAMP and STPA

How do we find
inadequate control
that caused an
accident?

CAST
Accident
Analysis

Accidents are

STAMP Model caused by
inadequate control




STAMP and STPA

STPA How do we find
Hazard inadequate control

Analysis in a design?

Accidents are
STAMP Model caused by
inadequate control

10



STPA Hazard Analysis



STPA

(System-Theoretic Process Analysis)

"« |dentify accidents
and hazards ¢ T

STPA Hazard * Draw the control
Analysis structure

Controller

A

Feedback

Controlled
process

STAMP Model * Step 2: Identify v T

~ causal scenarios

Can capture requirements flaws, software errors, human errors

(Leveson, 2012) ©




Definitions

e Accident (Loss)

— An undesired or unplanned event that results in a loss,
including loss of human life or human injury, property
damage, environmental pollution, mission loss, etc.

e Hazard

— A system state or set of conditions that, together with a
particular set of worst-case environment conditions, will
lead to an accident (loss).

Definitions from Engineering a Safer World



Definitions

e System Accident (Loss)

— An undesired or unplanned event that results in a loss, including loss of

human life or human injury, property damage, environmental pollution,
mission loss, etc.

— May involve environmental factors outside our control
 System Hazard

— A system state or set of conditions that, together with a particular set of
worst-case environment conditions, will lead to an accident (loss).

— Something we can control in the design

System Accident System Hazard




Definitions

e System Accident (Loss)

— An undesired or unplanned event that results in a loss, including loss of

human life or human injury, property damage, environmental pollution,
mission loss, etc.

— May involve environmental factors outside our control

 System Hazard

— A system state or set of conditions that, together with a particular set of

worst-case environment conditions, will lead to an accident (loss).

Something we can control in the design

System Accident

System Hazard

People die from exposure to toxic
chemicals

Toxic chemicals from the plant are
in the atmosphere

People die from radiation
sickness

Nuclear power plant radioactive
materials are not contained

Vehicle collides with another
vehicle

Vehicles do not maintain safe
distance from each other

People die from food poisoning

Food products for sale contain
pathogens




Definitions

e System Accident (Loss)

— An undesired or unplanned event that results in a loss, including loss of
human life or human injury, property damage, environmental pollution,
mission loss, etc.

Broad view of safety

“Accident” is anything that is unacceptable,
that must be prevented.

Not limited to loss of life or human injury!

People die from radiation Nuclear power plant radioactive
sickness materials are not contained

People die from food poisoning Food products for sale contain
pathogens




System Safety Constraints

System Hazard System Safety Constraint

Toxic chemicals from the plant » Toxic plant chemicals must not
are in the atmosphere be released into the
atmosphere

Radioactive materials must
note be released

Nuclear power plant
radioactive materials are not
contained

distance from each other

safe distances from each other

Food products for sale contain

Vehicles do not maintain safe »Vehicles must always maintain
pathogens »

must not be sold

Food products with pathogens

Additional hazards / constraints can be found in ESW p355



STPA
(System-Theoretic Process Analysis)

ldentify accidents
and hazards

Controller

Draw the control

St rU Ct U re ingssl TFeedback
e Step 1: Identify P——

unsafe control process

actions

e Step 2: Identify
causal scenarios

18
(Leveson, 2012) ©



Control Structure Examples



Adaptive Cruise Control

Image from: http:


http://www.audi.com/etc/medialib/ngw/efficiency/video_assets/fallback_videos.Par.0002.Image.jpg
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Proton Therapy Machine
High-level Control Structure

Beam path and
control elements



Proton Therapy Machine
High-level Control Structure

Treatment Definition

Therapeautic Requiremeanis

1. Treatment Specifications

(fraction definition, (A recuts
target positioning information Putiont physionnmy
rget pa 5 N change

stearing file)
2. Capability Upgrade Raquesis

(delayad)
Treatment Delivery Patient health outcome

Patient Preparation Patient well-being
Beam Creation and Delivery Patient physiognomy changes

Patient

Figure 11 - High-level functional description of the PROSCAN facility (DO)

Antoine PhD Thesis, 2012



Proton Therapy Machine

Control Structure

Treatment Definition — DO

Capability upgrade requesis

(fraction definition, patient positioning information, beam characteristics)

]

T (delayed)
Cure evaluation
D.IE'L FESUHS PngnﬂsiS

Treatment specifications

l

Problem reports reatment Delivery — D
Incidents ]
Change requests
PROSCAN i .
Desian Team Performance audits Operations Management
g Revised
- . -
operating procedures
Woark orders problem reports  prgeedures  Problem reports Procedures  proplem reports
Resources Change requests l Change requests 1 Change requests
Software revisions - | | Room -
Hardware medifications Maintenance Operators |« __ — Medical Team
Hardware Test Start treatment A result  Patient position T -
replacements results  Interrupt treatment Sensor inl|nterrupt treatmen Position Patient well baing
l | l l Maovement | patient physiognomy
| changes
- . Patient
PROSCAN facility (physical actuators and sensors, automated controllers) position
Patient Position Panic button
Beam Creation and Delivery
+ L J
Patient

Antoine PhD Thesis, 2012

Figure 13 - Zooming into the Treatment Delivery group (D1)



Chemical Plant
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U.S. pharmaceutical
safety control
structure
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Ballistic Missile
Defense System

Image from:

http://www.mda.mil/global/images/system/aegis/FTM-

21 Missile%201 Bulkhead%20Center14 BN4H0939.jpg
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STPA
(System-Theoretic Process Analysis)

ldentify accidents
and hazards l A

Draw the control Controller
structure T
Feedback

Controlled
process

i1

e Step 2: Identify
causal factors and
create scenarios

29
(Leveson, 2012) o



STPA Step 1: Unsafe Control Actions (UCA)

Controller

TFeed back

Controlled
process

Control
Action A




STPA Step 1: Unsafe Control Actions (UCA)

Controller

TFeed back

Controlled

process
Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard causes hazard Order long
(Control
Action)




Step 1: Identify Unsafe Control Actions

(a more rigorous approach)

Control Process Process Process Hazardous?
Action Model Model Model
Variable 1 | Variable 2 Variable 3



STPA
(System-Theoretic Process Analysis)

f * |dentify accidents
and hazards A

* Draw the control Controller
structure
Feedback

Y‘ Controlled
process
* Step 2: Identify
causal scenarios
33

(Leveson, 2012) o




STPA Step 2: Identify Control Flaws

Control input or

external information

Missing or wrong
communication

Controller wrong or missing with another  Controller
Inadequate Control Process controller
Algorithm Model «—
) (Flaws in creation, (inconsistent, Inadequate or
Inappropriate, process changes, incomplete, or missing
ineffective, or incorrect modification or incorrect)
missing control adaptation) feedback
action Feedback
v Actuator Sensor | Delays
Inadequate Inadequate
operation operation
A
Delayed Incorrect or no
operation information provided
I Measurement
Controller inaccuracies
Controlled Process
> Feedback delays

Conflicting control actions

Process input missing or wrong

Component failures

-

Changes over time

Unidentified
out-of-range
disturbance

Process output
contributes to
system hazard

or



STPA Examples



Chemical Reactor



Chemical Reactor Design

e Catalyst flows into

reactor

CATALYST

e Chemical reaction
generates heat

e \Water and
condenser
provide cooling

What are the accidents, system hazards,

system safety constraints?

COMDENSER

COOLING

REFLUX

E WATER




Chemical Reactor Design

e Catalyst flows into
reactor

COMDENSER

CATALYST

A4 | COOLING

e Chemical reaction

WATER

REFLUX

generates heat

e \Water and
condenser
provide cooling

What else is needed?



Chemical Reactor Design

 Catalyst flows into = 1
PLANT STATUS
re a CtO r ! CONDENSER
* Chemical reaction | Tt
generates heat
' e
* Water and |
condenser A

provide cooling

] COMPUTER | oo

One approach: use an automated computer




STPA
(System-Theoretic Process Analysis)

ldentify accidents
and hazards

Draw the control Controller
structure .
. Actions Feedback
* Step 1: Identify
unsafe control Controlled
. process
actions

e Step 2: Identify
causal scenarios

40
(Leveson, 2012) o



Chemical Reactor

e Catalyst flows into
reactor

PLANT STATUS

CATALYST

e Chemical reaction
generates heat

e \Water and
condenser
provide cooling

] COMPUTER

Design

COMDENSER

A4 | COOLING

REFLUX

i WATER

Create Control Structure



STPA Analysis

e High-level (simple)
Control Structure
— What are the main

parts?
VENT
= 1

PLANT STATUS
: CONDENSER
| | CATALYST
i | COOLING
! iﬁ' WATER
i REFLUX
y s

.

i
-] COMPUTER | _____ o _______I




STPA Analysis

e High-level (simple)
Control Structure

— What commands are

--] COMPUTER

sent?
VENT
=
PLANT STATUS
: CONDENSER
| | CATALYST
| COOLING
i E' WATER
i REFLUX
y s
A

Operator

Physical plant




STPA Analysis

e High-level (simple)
Control Structure

. Operator
— What feedback is
I P
received: Start Process 5
Jent Stop Process
A
PLANT STATUS J
! CONDENSER
| | CATALYST
| COOLING
va WATER Open/close water valve ?
! REFLUX '
; ; Open/close catalyst valve
':# ; REACTOR !
i ‘ Physical plant

i
-] COMPUTER | _____ o _______:




STPA Analysis

e High-level (simple)
Control Structure

PLANT STATUS

CONDENSER

CATALYST

| COOLING

REFLUX

va WATER
i

i
-] COMPUTER | _____ o _______:

Operator

Status Info
Alarm

Start Process
Stop Process

Open/close water valve
Open/close catalyst valve

Valves Sensors?

Control water flow
Control catalyst flow

Physical plant




STPA
(System-Theoretic Process Analysis)

f * |dentify accidents

and hazards l A
Y} e Draw the control Controller
structure

Feedback

°
Controlled
process

e Step 2: Identify
causal scenarios

48
(Leveson, 2012) o



Chemical Reactor:
Unsafe Control

Control Structure:

Operator

Start Process
Stop Process

Status info
Alarm

. Status Info
Computer
Actions puter i
Open/close water valve
Open/close catalyst valve
VEIWVES
? ? ? ?

Close Water
Valve




Chemical Reactor:
Unsafe Control
Actions

Control Structure:

Operator

Start Process
Stop Process

Status info
Alarm

Status Info

N o

Computer

Open/close water valve
Open/close catalyst valve

Valves

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard causes hazard Order long
Computer
Close Water 5 closes water 5 5
Valve ' valve while ' '

catalyst open




Structure of an Unsafe Control
Action l T

Actions

Controlled
process

Example:
“Computer provides close water valve command when catalyst open”

[ \

Context

Source Controller Control Action

Four parts of an unsafe control action

— Source Controller: the controller that can provide the control action

— Type: whether the control action was provided or not provided

— Control Action: the controller’s command that was provided /
missing

— Context: conditions for the hazard to occur

e (system or environmental state in which command is provided)
52



Close Water
Valve

Open Water
Valve

Open Catalyst
Valve

Close Catalyst
Valve

Chemical Reactor:

Unsafe Control Actions (UCA)

Not providing
causes hazard

Providing causes
hazard

Incorrect Timing/
Order

Stopped Too
Soon / Applied
too long

Computer closes
water valve while
catalyst open

Computer closes
water valve before
catalyst closes




Close Water
Valve

Open Water
Valve

Open Catalyst
Valve

Close Catalyst
Valve

Chemical Reactor:

Unsafe Control Actions (UCA)

Not providing
causes hazard

Providing causes
hazard

Incorrect Timing/
Order

Stopped Too
Soon / Applied
too long

Computer closes
water valve while
catalyst open

Computer closes
water valve before
catalyst closes

Computer does not
open water valve
when catalyst open

Computer opens
water valve more
than X seconds
after open catalyst

Computer stops
opening water
valve before it is
fully opened

Computer opens
catalyst valve
when water valve
not open

Computer opens
catalyst more than
X seconds before
open water

Computer does not
close catalyst when
water closed

Computer closes
catalyst more than
X seconds after
close water

Computer stops

closing catalyst

before it is fully
closed

©



Safety Constraints

Unsafe Control Action Safety Constraint

Computer does not open water valve Computer must open water valve
when catalyst valve open whenever catalyst valve is open

Computer opens water valve more than X ?
seconds after catalyst valve open

Computer closes water valve while ?
catalyst valve open

Computer closes water valve before ?
catalyst valve closes

Computer opens catalyst valve when ?
water valve not open

Etc. Etc.



Safety Constraints

Unsafe Control Action Safety Constraint

Computer does not open water valve Computer must open water valve

when catalyst valve open whenever catalyst valve is open
Computer opens water valve more than X Computer must open water valve within X
seconds after catalyst valve open seconds of catalyst valve open

Computer closes water valve while Computer must not close water valve
catalyst valve open while catalyst valve open

Computer closes water valve before Computer must not close water valve
catalyst valve closes before catalyst valve closes

Computer opens catalyst valve when Computer must not open catalyst valve
water valve not open when water valve not open

Etc. Etc.



Traceability

* Always provide traceability information between
UCAs and the hazards they cause.

— Same for Safety Constraints and the hazards that
result if violated.

* Two ways:

— Create one UCA table (or safety constraint list) per
hazard, label each table with the hazard

— Create one UCA table for all hazards, include
traceability info at the end of each UCA

* E.g. Computer closes water valve while catalyst open [H-1]



Rigorous UCA identification

Control Action Water Catalyst Plant state | Hazardous if | Hazardous if
valve valve provided? not
provided?
Open water valve when:  Open Open (doesn’t No No
matter)
Open water valve when:  (doesn’t Closed (doesn’t No No
matter) matter)
Open water valve when:  Closed Open (doesn’t No Yes
matter)

UCA-1: Computer does not opens water valve when catalyst valve is open

and water valve is closed '

SC-1: Computer must open the water valve whenever the catalyst valve is
open




STPA
(System-Theoretic Process Analysis)

f * |dentify accidents
and hazards A

* Draw the control Controller
structure
Feedback

Y‘ Controlled
process
* Step 2: Identify
causal scenarios
61
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Step 2: Potential causes of UCAs

Control input or
external information
wrong or missing

Missing or wrong
communication

with another Controller

Computer
UCA: Computer controller
Inadequate Control Process > >
opens catalyst Algorithm Model b
valve when water (Flaws in creation, (inconsistent,
process changes, : |
valve not open incorrect Incomplete, Inadequate or
modification or or incorrect) missing feedback
adaptation)
Feedback Delays
V¥V Actuator Sensor
Inadequate Inadequate
operation operation
A
Incorrect or no
Delayed information provided
operation Measurement
inaccuracies
Controller
Controlled Process Feedback delays
Conflicting control actions Component failures
>
>

> Changes over time

Process input missing or wrong Unidentified or

out-of-range
disturbance

Process output
contributes to
system hazard



Step 2: Potential control actions not followed

Control input o

r

external infprr_nation
wrong or missing Miss
communication

ing or wrong

another  Controller
roller

>

Inadequate or
missing feedback

Feedback Delays

with
Computer cont
Inadequat_e Control Process >
Open water __ . Algorithm Model «
Flaws in creation, ; ;
valve process changes, (|_ncon5|stent,
incorrect incomplete,
modification or or incorrect)
adaptation)
V¥ Actuator Sensor
Inadequate Inadequate
operation operation
A
Delayed
operation

Controller

Conflicting control actions

Process input missing or wrong

Controlled Process

Component failures

Incorrect or no
information provided

Measurement
inaccuracies

Feedback delays

Changes over time

Unidentified
out-of-range
disturbance

>

Process output
or contributes to
system hazard



Chemical Reactor: Real accident

@_ GEARBOX

CATALYST

VENT

=1

REACTOR

=il COMPUTER

CONDENSER

COOLING

il WATER

REFLUX

Did you catch
these real flaws

i during the STPA
: exercise?




torlal

Ie(HTV)



HTV: H-l1l Transfer Vehicle

* JAXA’s unmanned cargo transfer spacecraft
— Launched from the Tanegashima Space Center aboard the H-1IB rocket
— Delivers supplies to the International Space Station (ISS)
— HTV-1 (Sep '09) and HTV-2 (Jan "11) were completed successfully

— Proximity operations involve the ISS (including crew) and NASA and
JAXA ground stations

i

R
;‘ﬂ; Y A ¥ 3
S la .
) 4 " 4




Capture Operation

R-B

RVS Navigation

(-

STAM

ISS

Mm below

(zal |3 30 m below

ar
ISS flight direction

< 5 km behind
Al point

Relative hold to ISS within Capture Box

Parking point
¥ 250 m below
180 degree yaw-around at hold point

500 m below
R-bar approach from Rl point

RGPS Navigation

P/STPA Workshop




Basic Information

* Accident we want to prevent: collision with ISS

 Components in the system
— HTV
— ISS (including crew)
— NASA/JAXA ground stations

* Capture operation
— Once HTV reaches Capture Box (10 m below ISS),

1. ISS crew sends a Free Drift command to HTV to disable the thrusters
in preparation for capture

2. HTV sends back HTV status (state vectors and flight mode)
3. ISS crew manipulates SSRMS (robotic arm) to grapple HTV

— If HTV drifts out of Capture Box before capture (since it is deactivated),
either ISS crew or NASA/JAXA ground stations must activate HTV by
sending Abort/Retreat/Hold commands

— ISS crew and NASA/JAXA ground stations can communicate with each
other using a voice loop connection through the entire operation
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STPA
(System-Theoretic Process Analysis)

N

* |dentify accidents
and hazards

e Draw the control Controller
structure .
. Actions Feedback
* Step 1: Identify
unsafe control Controlled
. process
actions

e Step 2: Identify
causal factors and
create scenarios
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Accidents / Hazards

 Accidents
— HTV collides with ISS

* Hazards
— HTV too close to ISS (for given speed)
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Accidents / Hazards

e Accidents
— A-1: HTV collides with ISS
— A-2: Loss of delivery mission

e Hazards

— H-1: HTV too close to ISS (for given operational
phase)

— H-2: HTV trajectory makes delivery impossible

e System Safety Constraints
—
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STPA
(System-Theoretic Process Analysis)
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Control structure

 Components in the system
— HTV
— ISS (including crew)
— NASA/JAXA ground stations

* Capture operation
— Once HTV reaches Capture Box (10 m below ISS),

1. ISS crew sends a Free Drift command to HTV to disable the thrusters in
preparation for capture

2. HTV sends back HTV status (state vectors and flight mode)
3. ISS crew manipulates SSRMS (robotic arm) to grapple HTV

— If HTV drifts out of Capture Box before capture (since it is deactivated), either
ISS crew or NASA/JAXA ground stations must activate HTV by sending
Abort/Retreat/Hold commands

— ISS crew and NASA/JAXA ground stations can communicate with each other
using a voice loop connection through the entire operation
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Control Structure
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STPA
(System-Theoretic Process Analysis)
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Unsafe Control Actions

Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard causes hazard Order long
Abort
Free Drift
Capture
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Actual Astronaut Control Interface
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Unsafe Control Actions

Example:
“Computer provides open catalyst valve cmd while water valve is closed”

Source Controller \

Type
Context
Control Action
Stopped Too
Incorrect Soon /
Not providing Providing Timing/ Applied too
causes hazard causes hazard Order long

Abort
Free Drift
Capture
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Step 1: Unsafe Control Actions

Unsafe control actions leading to Hazard H-1:
HTV too close to ISS (for given operational phase)

Stopping Too Soon
/Applying Too Long
Causes Hazard

Not Providing Providing Wrong Timing/Order
Causes Hazard Causes Hazard Causes Hazard

Control Action

[UCA4] HTV is not deactivated [UCA5] HTV is deactivated when |EARLY: [UCA6] HTV is deactivated
when ready for capture not appropriate (e.g., while still  |while not ready forimmediate
approaching ISS) capture
Free Drift
(Deactivation) LATE: [UCA7] HTV is not
deactivated for a long time while
FRGF separation is enabled
[UCAS] Capture is not executed [UCA9] Capture is attempted EARLY: [UCA11] Capture is [UCA13] Capture operation is
while HTV is deactivated when HTV is not deactivated executed before HTV is stopped halfway and not
deactivated completed
Execute Capture [UCA10] SSRMS hits HTV
inadvertently LATE: [UCA12] Capture is not
executed within a certain amount
of time
[UCA17] Abort/Retreat/Hold is not|[UCA18] Abort/Retreat/Hold is LATE: [UCA19] Abort/Retreat/Hold
Abort executed when necessary (e.g., |executed when not appropriate |is executed too late when
when HTV is drifting to ISS while [(e.g. after successful capture) immediately necessary (e.g.,
Retreat uncontrolled) when HTV is drifting to ISS while
Hold uncontrolled)
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STPA Control Flaws

Control input or Missing or wrong
external information ~ communication
UCA-1: ISS Controller wrong or missing with another  Controller
Crew does not Inadequate Control Process < controller —p
Algorithm Model «—
perform | ot (Flaws in creation, (inconsistent, Inadequate or
capture within nappropriate, ~ process changes, incomplete, or missing
ineffective, or incorrect modification or incorrect)
X sec of HTV missing control adaptation) feedback
?:alct:-\llazt]lon action Feedback
’ v Actuator Sensor | Delays
Inadequate Inadequate
UCA-2: ISS operation operatioR
Crew provides Delayed Incorrect or no
free drift operation information provided
command . Measurement
: Controller inaccuracies
while HTV Controlled Process
approaching | P| Component failures Feedback delays
ISS [H-1, H-2 —p
[H-1, ] Conflicting control actions _ >
) — Changes over time
Process input missing or wrong Prdcess output

Unidentified or contributes to
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Actual Astronaut Control Interface
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Actual operating events

* Did you anticipate these actual issues during the STPA
exercise?

* If you applied this process early, how much would it cost to
address them?




