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Implementing an ISMS in an EASA-Compliant Part 145 Organization 

 

Sofema Online (SOL) www.sofemaonline.com Considers the Core Principles, 

Components, and Timeline 

Introduction - Integration with Existing SMS: 

To avoid duplication and ensure a seamless integration of the Information Security 

Management System (ISMS) with the existing Safety Management System (SMS), 

organizations must clearly define their relationship.  

 While both systems aim to manage risks, the ISMS focuses on information 

security threats, whereas the SMS addresses broader safety risks, including 

those stemming from operational or human factors.  

 By mapping overlapping areas, such as risk assessment and incident 

management, organizations can create unified processes that serve both 

systems.  

 This approach not only streamlines operations but also prevents 

redundancy, enabling efficient use of resources while maintaining 

compliance with EASA regulations. 

Staff Resistance - Introducing an ISMS can sometimes face resistance from staff, 

especially when it introduces new responsibilities or changes existing workflows.  

 To address this, organizations should conduct regular awareness sessions 

that emphasize the importance of ISMS in protecting aviation safety and 

operations.  

 These sessions should highlight how information security threats, such as 

cyberattacks or data breaches, can directly impact aircraft maintenance and 

safety.  

 By illustrating the real-world implications of information security lapses and 

showing how the ISMS aligns with the organization’s safety culture, 

employees are more likely to understand its value and embrace the new 

practices. 

Supplier and Subcontractor Risks - Given the critical role suppliers and 

subcontractors play in Part 145 organizations, ensuring their compliance with ISMS 

requirements is essential.  

 Risks from these external partners can be managed by embedding ISMS 

compliance into contractual agreements.  

 These contracts should outline specific security expectations, such as 

adherence to policies, incident reporting requirements, and periodic audits. 
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 By doing so, organizations can extend their information security safeguards 

throughout the supply chain, minimizing vulnerabilities and ensuring that all 

partners contribute to the overarching goal of safeguarding aviation 

operations. 

Evolving Threat Landscape - The dynamic nature of information security threats 

requires organizations to adopt a proactive approach to risk management.  

 Regularly reviewing threat intelligence and updating ISMS controls ensures 

that the organization remains resilient against emerging challenges.  

 This involves monitoring industry trends, learning from incidents within the 

aviation sector, and collaborating with regulators and peers to share 

insights.  

 Updating controls, training, and procedures based on the latest intelligence 

not only mitigates risks but also demonstrates the organization’s 

commitment to continuous improvement, a key principle under EASA 

regulations. 

This following guide focuses on developing and implementing an Information 

Security Management System (ISMS) tailored to the needs of EASA-compliant Part 

145 organizations  

Core Principles for ISMS in EASA Part 145 Organizations 

1. Integration with Safety Management Systems (SMS): 

o Align the ISMS with existing SMS to ensure safety-critical risks, 

including information security risks, are managed holistically. 

2. Proportionality and Scalability: 

o Implement security measures that are proportionate to the 

complexity, size, and operational risks of the Part 145 organization. 

3. Regulatory Compliance: 

o Comply with IS.AR and IS.I.OR requirements under Regulation (EU) 

2023/203, particularly for maintenance activities that directly impact 

aviation safety. 

4. Incident Preparedness and Response: 

o Establish robust detection, response, and recovery mechanisms for 

information security incidents that could impact maintenance 

operations. 

5. Supply Chain Security: 
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o Address risks originating from suppliers and subcontractors, ensuring 

security across the functional chain. 

6. Continuous Improvement: 

o Foster a culture of ongoing assessment, feedback, and enhancement 

of the ISMS. 

Key Components of an ISMS for Part 145 Organizations 

1. Policy Framework: 

o Develop policies defining the scope, objectives, and roles of the 

ISMS. 

o Ensure the policy aligns with maintenance-specific risks and 

regulatory obligations. 

2. Risk Management: 

o Conduct regular information security risk assessments 

(IS.AR.205) specific to maintenance activities, including risks related 

to digital tools, manuals, and aircraft data. 

3. Incident Management: 

o Establish procedures for detecting, responding to, and recovering 

from incidents that could disrupt maintenance activities or 

compromise safety. 

4. Supply Chain Risk Management: 

o Assess and manage risks from suppliers and subcontractors, 

ensuring their compliance with ISMS requirements (IS.I.OR.220). 

5. Internal and External Reporting: 

o Implement an internal reporting scheme (IS.I.OR.215) for 

employees to escalate security issues promptly. 

o Establish an external reporting system (IS.I.OR.230) to notify 

competent authorities of significant incidents. 

6. Personnel Training and Competence: 

o Develop targeted training programs to ensure staff are competent in 

ISMS-related responsibilities (IS.AR.225). 

7. Record-Keeping: 
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o Maintain detailed records of risk assessments, incidents, and 

corrective actions to demonstrate compliance (IS.I.OR.245). 

8. Continuous Improvement: 

o Regularly review and refine the ISMS to adapt to emerging threats 

and regulatory changes (IS.AR.235). 

Implementation Timeline for Part 145 ISMS 

Phase 1: Preparation (0-2 months) 

 Objective: Establish foundational elements of the ISMS. 

 Key Actions: 

1. Appoint an Information Security Manager (ISM) to lead the project. 

2. Form an implementation team with representation from key areas 

(e.g., maintenance, IT, quality). 

3. Conduct a gap analysis to assess current security posture against 

IS.AR and IS.I.OR requirements. 

4. Develop an ISMS implementation plan and secure management 

approval. 

Phase 2: Risk Assessment and Policy Development (2-6 months) 

 Objective: Identify risks and establish a governance framework. 

 Key Actions: 

1. Conduct a comprehensive risk assessment focusing on: 

 IT systems supporting maintenance (e.g., Maintenance 

Information Systems). 

 Risks from remote access, subcontractors, and suppliers. 

2. Draft and implement ISMS policies, procedures, and reporting 

mechanisms. 

3. Establish reporting protocols for internal and external security 

incidents. 

Phase 3: Implementation and Training (6-9 months) 

 Objective: Operationalize the ISMS and ensure staff readiness. 
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 Key Actions: 

1. Deploy technical and organizational controls to mitigate identified 

risks. 

2. Conduct initial training for all relevant staff, focusing on: 

 Identifying and reporting information security events. 

 Complying with new ISMS procedures. 

3. Test incident detection and response procedures through simulations 

and drills. 

Phase 4: Validation and Compliance Audit (9- 12 months) 

 Objective: Verify compliance and operational effectiveness. 

 Key Actions: 

1. Perform internal audits to assess ISMS compliance with EASA 

requirements. 

2. Address non-conformities and refine procedures based on audit 

findings. 

3. Schedule and pass external audits by EASA or competent authorities. 

Phase 5: Continuous Monitoring and Improvement (Ongoing) 

 Objective: Maintain and evolve the ISMS. 

 Key Actions: 

1. Conduct periodic risk assessments and reviews to adapt to new 

threats. 

2. Regularly update training programs and incident response 

procedures. 

3. Engage with suppliers to ensure continued compliance with ISMS 

requirements. 

Roles and Responsibilities in Part 145 ISMS 

1. Accountable Manager (AM): 

o Ensure overall compliance and allocate resources for ISMS 

implementation. 

mailto:Office@sassofia.com
http://www.sassofia.com/


    

Office@sassofia.com 
www.sassofia.com 

 

2. Information Security Manager (ISM): 

o Lead ISMS development, monitor risks, and oversee incident 

management. 

3. Safety & Compliance Manager: 

o Integrate ISMS with existing SMS and quality assurance systems. 

4. IT Team: 

o Implement and maintain technical controls, including firewalls, 

encryption, and access management. 

5. Maintenance Staff: 

o Adhere to ISMS policies and report any information security issues. 

6. Auditors: 

o Conduct internal reviews and ensure readiness for external audits. 

Next Steps 
 
Sofema Aviation Services (www.sassofia.com) and Sofema Online 
(www.sofemaonline.com) provide Classroom, Webinar and Online training – please see 
the websites or email team@sassofia.com for questions & guidance. 
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