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EASA-Compliant Operator - Information Security Management System (ISMS)
Development_R1

Sofema Aviation Services (SAS) considers the key aspects related to the development of an
ISMS.

Introduction

The development of an EASA-compliant Information Security Management System
(ISMS) is a structured process that integrates information security into an operator’s
existing Safety Management System (SMS). Under Regulations (EU) 2023/203 and
2022/1645, EASA requires all regulated operators to establish and maintain an ISMS to
manage information security risks with a potential impact on aviation safety.

e An effective ISMS protects critical information assets, ensures business continuity,
and aligns with existing aviation safety and security frameworks. The
implementation process includes several phases, each involving specific
stakeholders, activities, and deliverables.

Key Aspects of an EASA-Compliant ISMS

The key aspects of an EASA-compliant ISMS are defined by EASA’s Acceptable Means of
Compliance (AMC) and Guidance Material (GM) linked to Part-IS requirements.

e The first key aspect of an ISMS is a risk-based approach. This involves identifying
threats, vulnerabilities, and security gaps, followed by an assessment of the
potential impact on safety and operations.

e Risks must be prioritized based on the likelihood and potential impact of their
occurrence.

e Another key aspect is management commitment. Senior management must
establish an information security policy, allocate resources, and demonstrate
accountability for ISMS implementation and performance.

e The ISMS also requires defined roles and responsibilities. EASA mandates that
responsibility for information security must be clearly assigned across the
organization, with specific accountability for implementation and oversight.

¢ Incident detection, reporting, and response are critical components. The ISMS must
include mechanisms for detecting information security events, assessing their
severity, and responding appropriately.
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e Organizations must also comply with external reporting requirements to EASA and
national authorities.

e Organizations must ensure that Third Party suppliers and subcontractors comply
with ISMS requirements. Contracts should include clauses for information security
compliance and performance monitoring.

e The ISMS must support continuous improvement. EASA expects organizations to
monitor ISMS performance, implement corrective and preventive actions (CAPA),
and regularly update the ISMS to address emerging threats and regulatory changes.

Process Elements of ISMS Development

The development of an ISMS involves a structured, phased approach aligned with EASA’s
guidance on information security.

Implementation Phase 1 - Planning and Preparation

The Planning and Preparation phase is the foundation of a successful Information Security
Management System (ISMS) implementation. For an EASA-compliant operator, this phase
involves setting clear strategic objectives, assighing responsibilities, and conducting a
thorough analysis of the current state of information security within the organization.
Effective planning ensures that the ISMS implementation aligns with the organization's
operational structure and EASA’s specific regulatory requirements under Regulations (EU)
2023/203 and 2022/1645.

This phase typically lasts between 2 to 3 months for a medium-sized operator and requires
close coordination between management, compliance, IT, and operations teams.
Successful completion of this phase establishes the foundation for the risk assessment,
implementation, and certification phases that follow.

Key Objectives of the Planning and Preparation Phase

The primary goal of the Planning and Preparation phase is to establish a clear strategic
framework for ISMS implementation. This includes:

¢ Defining the scope of the ISMS to ensure alignment with regulatory requirements.

e Establishing a formal ISMS implementation team with clearly defined roles and
responsibilities.

e Conducting a gap analysis to identify areas where current information security
practices fall short of EASA requirements.
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e Developing a project charter and securing senior management buy-in.

e Allocating the necessary resources (human, technical, and financial) to support the
implementation process.

e Setting key performance indicators (KPIs) to measure progress and success.
Steps in the Planning and Preparation Phase
Establish the ISMS Implementation Team

Establishing a dedicated ISMS implementation team is essential for providing leadership
and accountability throughout the implementation process.

¢ Theteam should include representatives from management, compliance, IT,
operations, and risk management to ensure cross-departmental alignment.

e AnISMS Project Manager should be appointed to lead the process and coordinate
between teams.

e The ISMS team should have a clear reporting line to senior management to ensure
strategic alignment and resource availability.

The key roles within the ISMS team typically include:

e« ISMS Manager - Oversees the implementation process, coordinates teams, and
ensures alignment with EASA regulations.

e Compliance Manager - Ensures that the ISMS meets EASA’s legal and regulatory
requirements.

« IT Manager - Manages the technical aspects of information security, including
system configuration, access control, and monitoring.

e Operations Manager — Ensures that operational processes support the ISMS
framework.

« Training Manager — Develops and delivers training programs to build staff
awareness and competence.

¢ Incident Response Lead — Develops response protocols and coordinates incident
management.
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Appointing the right people with the necessary expertise and authority is crucial for
successful implementation.

Define the Scope of the ISMS

Defining the scope of the ISMS ensures that the system covers all information assets and
processes that could impact aviation safety.

Scope definition should address the following areas:

¢ Information Assets: Identify which data and systems are critical for operational
safety (e.g., flight data, maintenance records, crew scheduling).

e Operational Processes: Define which departments and operational activities are
included in the ISMS (e.g., maintenance, operations, training).

+ Physical Infrastructure: Include physical assets such as data centers, flight
simulators, and maintenance facilities.

e Supply Chain: Define how third-party suppliers and contractors are included in the
ISMS scope.

e Geographic Scope: If the operator has multiple locations, clarify whether the ISMS
will cover all sites or only selected ones.

The scope definition should align with EASA's regulatory framework under Part-IS and the
organization's existing SMS.

Phase 2 - Risk Assessment and Gap Analysis

The Risk Assessment and Gap Analysis phase establishes the foundation for developing
effective security controls and response strategies. It provides the organization with a clear
understanding of its information security risks and defines the corrective actions needed to
achieve EASA compliance.

The Risk Assessment and Gap Analysis phase is one of the most critical stages in the
development of an EASA-compliant Information Security Management System (ISMS).

e This phase involves systematically identifying the organization's critical information
assets, assessing threats and vulnerabilities, and evaluating the impact of security
incidents on aviation safety.
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e The purpose of this phase is to create a clear understanding of the organization's
current information security posture and to identify the specific gaps between
existing practices and EASA’s ISMS requirements.

The outcome of this phase is a comprehensive Risk Assessment Report and a Prioritized
Action Plan that form the foundation for the ISMS implementation strategy.

Key Objectives of the Risk Assessment and Gap Analysis Phase

The primary objective of the Risk Assessment and Gap Analysis phase is to build a clear
picture of the organization's information security risks and identify areas where corrective
action is required. The key goals include:

o Identifying critical information assets that could have a potential impact on
aviation safety if compromised.

o Assessing threats and vulnerabilities to the confidentiality, integrity, and
availability of information.

 Evaluating the impact of security breaches on operational safety, compliance,
financial performance, and reputation.

e Prioritizing risks based on severity and likelihood, ensuring that high-risk areas are
addressed first.

o Documenting gaps between current security practices and EASA’s regulatory
requirements.

o« Developing arisk treatment strategy that defines how each identified risk will be
managed (mitigation, acceptance, transfer, or avoidance).

This phase establishes a fact-based, structured approach to managing information
security risks within the organization.

Step 1 -Identify Critical Information Assets

The first step in the risk assessment process is to identify all critical information assets that
are essential to the safe and secure operation of the business.

Critical information assets typically include:

+ Flight Data: Real-time flight tracking, navigation data, and performance monitoring.
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¢ Maintenance Records: Aircraft maintenance history, scheduled maintenance
activities, and part tracking.

o Operational Systems: Flight planning, dispatch, ground operations, crew
scheduling, and communication systems.

e Communication and Data Exchange: Air-to-ground communications, data links,
and secure data transfer.

« Safety Management System (SMS) Data: Hazard reports, incident investigations,
and safety performance metrics.

« Passenger and Crew Data: Personal identifiable information (PIl), crew schedules,
and emergency contact information.

¢ IT Infrastructure: Data centers, servers, firewalls, network traffic systems, and
backup systems.

o Third-Party Systems: External systems used by maintenance providers, air
navigation services, and IT service providers.

Each identified asset should be catalogued and classified based on its criticality to safety
and operational continuity.

e Assign ownership to each critical asset to ensure accountability for security
controls and risk mitigation.

¢ Use an assetinventory system to track asset status, vulnerabilities, and security
controls.

Step 2 -Threat and Vulnerability Assessment

Once critical assets have been identified, the next step is to identify the threats and
vulnerabilities associated with each asset.

Threats are potential events or actions that could compromise the confidentiality, integrity,
or availability of information. Threats may be:

o External Threats:
o Cyberattacks (e.g., phishing, ransomware, denial-of-service attacks)

o Unauthorized access (hacking)
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o Physical threats (theft, sabotage, or natural disasters)
o State-sponsored attacks and cyber espionage
¢ Internal Threats:
o Employee negligence (e.g., accidental deletion of data)
o Insiderthreats (e.g., deliberate sabotage or data leaks)
o Pooraccess control (e.g., weak passwords or excessive privileges)
o Lack of staff training and awareness

Vulnerabilities are weaknesses in systems, processes, or human behavior that could be
exploited by threats. Common vulnerabilities include:

e QOutdated software or firmware

e Lack of encryption on sensitive data

e Pooraccess control (e.g., shared passwords)

¢ Unpatched security flaws in software

e Weak physical security measures (e.g., open server rooms)
e Lack of secure backup and recovery processes

¢ Classify vulnerabilities based on their potential impact on operational safety and
business continuity.

Step 3 -Impact and Risk Evaluation

Once threats and vulnerabilities have been identified, the next step is to evaluate the
potential impact and likelihood of each threat scenario.

Impact Assessment:
e Assessthe directimpact on aviation safety if the threat materializes.

 Evaluate secondary impacts on business continuity, financial performance, and
reputation.

e Consider cascading effects, where a failure in one system could trigger failures in
other dependent systems.
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Risk Evaluation:
Risks should be evaluated using a structured risk matrix that considers:

e Likelihood: Probability of the threat occurring (e.g., low, medium, high).

e Severity: Impact of the threat on safety, operations, and compliance (e.g., minor,
moderate, catastrophic).

Example Risk Evaluation Model:
e High Likelihood + High Impact > Critical Risk — Requires immediate action
e Low Likelihood + High Impact » Moderate Risk — Requires monitoring and mitigation
e Low Likelihood + Low Impact > Low Risk — May be acceptable with minimal controls

¢ Engage operational and technical teams in the risk evaluation process to ensure
accuracy.

Step 4 - Prioritize Risks and Define Risk Treatment Strategy

Based on the outcome of the risk evaluation, risks should be prioritized, and a treatment

strategy should be defined.

Four Primary Risk Treatment Options:
1. Mitigation: Implement controls to reduce the likelihood or impact of the threat.
2. Acceptance: Accept the risk if mitigation is impractical or too costly.
3. Transfer: Shift the risk to a third party (e.g., through insurance or outsourcing).

4. Avoidance: Eliminate the source of the risk (e.g., decommissioning outdated
systems).

High-priority risks should be addressed through immediate mitigation or elimination.
Medium-priority risks may be monitored with periodic reviews. Low-priority risks may be

accepted with minimal controls.
¢ Focus on protecting high-value assets and reducing critical operational risks first.

e« Ensure that the risk treatment plan is aligned with the organization's overall safety

and operational objectives.

Step 5 - Create the Risk Assessment Report and Prioritized Action Plan
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The final step in the Risk Assessment and Gap Analysis phase is to compile the findings
into a formal report and action plan.

The Risk Assessment Report should include:
e Summary of identified threats and vulnerabilities
e Evaluation of the impact on aviation safety and operations
e Risk matrix showing likelihood and severity of risks
e Proposed risk treatment strategy
The Prioritized Action Plan should define:
e Specific actions to address high and medium-priority risks
e Assigned responsibilities for implementing each action
o Target deadlines and performance metrics
Challenges in Risk Assessment and Gap Analysis

e One of the key challenges is obtaining a complete and accurate inventory of
information assets. Without full visibility into the organization’s IT infrastructure and
data handling processes, some critical vulnerabilities may go undetected.

e Another challenge is accurately assessing the impact of threats on aviation safety.
The relationship between information security and operational safety is complex,
and input from operational experts is essential.

e Classifyingrisks can also be difficult, particularly when dealing with complex or
evolving cyber threats. Misclassification of risk can lead to inadequate response or
resource allocation.

Risk Assessment and Gap Analysis Best Practices

e Engage key stakeholders from IT, operations, and safety departments to ensure a
comprehensive threat assessment.

e Use a standardized threat and vulnerability framework to ensure consistency in risk
evaluation.

e Review and update the risk assessment regularly to account for new threats and
operational changes.



AVIATION SERVICES

e Ensure that the prioritized action plan includes both technical and procedural
controls.

Phase 3 Policy and Procedure Development

The Policy and Procedure Development phase establishes the framework for managing
information security. By defining clear policies and practical procedures, the organization
creates a structured approach to protecting critical assets and ensuring compliance with
EASA requirements.

This phase translates the findings from the Risk Assessment and Gap Analysis phase into a
structured framework of policies, procedures, and controls that govern how information
security is managed within the organization.

An effective policy and procedure framework establishes clear accountability, ensures
consistency in managing information security, and provides a foundation for maintaining
regulatory compliance. This phase typically lasts 2 to 3 months for a medium-sized
operator and involves close collaboration between management, IT, compliance, and
operations teams.

Key Objectives of the Policy and Procedure Development Phase

The primary goal of the Policy and Procedure Development phase is to establish a clear
and comprehensive framework for managing information security risks in line with EASA
requirements. The key objectives are:

o To develop a formal Information Security Policy that defines the organization's
commitment to protecting information assets and managing risks.

e To create detailed procedures that define how security controls will be
implemented, maintained, and monitored.

o Tointegrate information security controls into the organization's existing Safety
Management System (SMS) and operational processes.

e To ensure that the organization's information security framework is aligned with both
EASA requirements and international standards such as ISO 27001 and NIST CSF.

e To establish a formal Incident Response Plan that defines how security incidents
will be detected, reported, and resolved.
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e To provide a basis for ongoing compliance monitoring and continuous improvement.
Steps in the Policy and Procedure Development Phase

Develop the Information Security Policy -The Information Security Policy is the
cornerstone of the ISMS. It sets out the organization’s overall approach to managing
information security risks and defines the high-level principles that guide security-related
decision-making.

The Information Security Policy should include the following key elements:

Purpose and Scope:
o Define why the policy exists and what it covers (e.g., data protection, system
security, operational integrity).

o State the geographic, operational, and functional boundaries of the policy
(e.g., all global locations, all IT systems).

Information Security Objectives:
o Define measurable objectives for protecting information assets.

o Examples:
= 100% compliance with access control protocols.
= No more than one major security incident per year.

= Completion of security awareness training by 100% of staff.

Governance and Accountability:
o Define roles and responsibilities for implementing and maintaining the ISMS.

o Assign accountability to senior management for information security
oversight.

Commitment to Regulatory Compliance:

o State the organization's commitment to comply with EASA regulations and
other applicable laws (e.g., GDPR).

o Align with recognized industry standards (e.g., ISO 27001).

Risk Management Strategy:



AVIATION SERVICES

o Summarize the organization's approach to identifying, assessing, and
mitigating information security risks.

o Define the criteria for acceptable risk levels.
e Continuous Improvement:

o Committo regular reviews of security performance and updating of security
controls.

o Define how corrective and preventive actions (CAPA) will be applied.
e Policy Approval and Endorsement:
o Senior management should formally approve and sign the policy.
o Include a revision history and document control section.
Information Security Policy Best Practices:
o Keep the Information Security Policy concise but comprehensive.

¢ Make the policy accessible to all staff and ensure itis integrated into new employee
onboarding programs.

Develop Supporting Procedures and Controls

Once the Information Security Policy is established, the next step is to develop detailed
procedures that define how security controls will be implemented and maintained. These
procedures should address all key areas of information security management, including:

e Access Control:

o Define user access levels based on the principle of least privilege (users
should only have access to the data and systems necessary to perform their
job).

o Implement multi-factor authentication (MFA) for critical systems.

o Establish a process for onboarding and offboarding staff to ensure access
rights are updated or removed as needed.

o Implement password complexity requirements and session timeouts.

e Data Protection:
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Encrypt sensitive data at rest and in transit.
Implement secure backup and recovery processes.

Define procedures for data classification and handling (e.g., public,
confidential, restricted).

Establish rules for remote work and mobile device usage (e.g., VPN,
encryption).

Incident Detection and Response:

(@]

(@]

Define how security incidents are identified, reported, and escalated.

Establish a 24/7 Security Operations Center (SOC) for monitoring and
response.

Set up automated alerts for unauthorized access, unusual activity, and data
breaches.

Internal and External Reporting:

o

Define internal reporting lines for security incidents (e.g., report to the ISMS
Manager).

Establish an external reporting process to notify EASA and national
authorities within the required timeframe.

Include procedures for reporting incidents to affected customers and
business partners.

Physical and Environmental Controls:

o

o

Implement secure access to data centers and operational facilities (e.g., key
card access, biometric scanners).

Protect systems from environmental threats (e.g., fire, flooding, power
outages).

Use CCTV and monitoring systems to protect critical infrastructure.

Third-Party Management:

o

Include ISMS requirements in all supplier contracts.
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o Establish a process for conducting supplier audits.
o Define procedures for handling third-party security breaches.
Develop Supporting Procedures and Controls Best Practice:
e Keep procedures simple and practical to ensure consistent application.
o Test procedures through simulated security drills and exercises.
Develop the Incident Response Plan

The Incident Response Plan is a critical component of the ISMS. It defines how the
organization will respond to security incidents to minimize damage and restore normal

operations.
The Incident Response Plan should include:

¢ Incident Classification: Define the severity levels of incidents (e.g., low, medium,
high).

* Notification Procedures: Define who must be notified internally and externally
(e.g., CA, EASA, data protection authorities).

¢ Containment and Mitigation: Define steps to isolate affected systems and prevent
the spread of an attack.

+ Eradication and Recovery: Define how compromised systems will be restored.

e Post-Incident Review: Conduct a lessons-learned session after each incident.
Develop the Incident Response Plan Best Practices:

e Conductregularincident response drills.

o Establish secure communication channels for managing security incidents.
Compile the ISMS Manual

The ISMS Manual consolidates the Information Security Policy, supporting procedures, and
the Incident Response Plan into a single document.

The ISMS Manual should include:

e Overview of the ISMS framework and governance structure.



AVIATION SERVICES

¢ Summary of information security policies and objectives.
o Detailed procedures for access control, data protection, and incident response.
¢ Roles and responsibilities of ISMS personnel.
e Performance metrics and monitoring requirements.
The ISMS Manual serves as a reference for internal audits and regulatory inspections.
Challenges in the Policy and Procedure Development Phase

e Ensuring that the Information Security Policy is comprehensive but not overly
complex. A policy that is too detailed can become difficult to follow and enforce.

e Balancing security with operational efficiency. Excessive access controls or
encryption requirements may slow down operations.

e Ensuring alignment with both EASA and international standards (e.g., ISO 27001)
adds complexity, especially when different frameworks have overlapping or
conflicting requirements.

e Involve key stakeholders in developing policies to ensure that they are practical and
achievable.

e Develop templates based on industry best practices to ensure consistency and
completeness.

e Regularly review and update policies to address new threats and regulatory
changes.

e Ensure that procedures are tested through simulations and that staff are trained on
how to follow them.

Phase 4 - Implementation and Integration

The Implementation and Integration phase translates the ISMS framework into practical
controls and procedures. Establishing strong technical and administrative controls, setting
up real-time monitoring, training staff, and promoting a strong security culture are key
success factors in ensuring the long-term effectiveness of the ISMS and compliance with
EASA requirements.

The Implementation and Integration phase is where the Information Security Management
System (ISMS) framework, policies, and procedures developed in the previous phases are
put into practice.
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This phase ensures that the organization is not only compliant with EASA requirements but
also capable of protecting its operational integrity against evolving cyber threats.

e Successfulimplementation requires the coordinated involvement of all key
stakeholders, including management, IT, operations, compliance, and external
partners.

e The organization’s workforce must be trained on the ISMS framework, and technical
systems must be tested to ensure they function as intended.

This phase typically lasts 3 to 4 months for a medium-sized operator, depending on the
complexity of the organization and the maturity of existing security systems.

Key Objectives of the Implementation and Integration Phase

The primary objective of the Implementation and Integration phase is to translate the ISMS
framework into practical and operational controls. The key goals include:

e Establishing both technical and administrative security controls to protect
information assets and systems.

e Deploying a centralized monitoring and reporting system to detect and respond to
security incidents.

o Ensuring that staff and contractors are trained and aware of their information
security responsibilities.

e Conducting security awareness campaigns to promote a strong security culture
across the organization.

¢ Integrating the ISMS into the existing Safety Management System (SMS) to ensure
that information security risks are managed alongside operational safety risks.

o Establishing a process for ongoing monitoring and performance evaluation of
ISMS controls.

Steps in the Implementation and Integration Phase

Establish Technical Controls - The first step in the implementation process is to establish
the necessary technical infrastructure to support the ISMS. Technical controls are
designed to protect the confidentiality, integrity, and availability of critical information
assets.

Key technical controls include:
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e Access Control:

o

Implement role-based access control (RBAC) to restrict access to sensitive
systems and data based on job function.

Enforce multi-factor authentication (MFA) for all remote and privileged
access.

Create individual user accounts with unique credentials to track system
activity.

Introduce session timeouts and automatic logout after periods of inactivity.

Establish a process forimmediately revoking access when staff leave the
organization or change roles.

¢ Network Security:

o

o

Deploy firewalls, intrusion detection systems (IDS), and intrusion prevention
systems (IPS).

Implement secure VPN connections for remote access.

Segment networks to prevent lateral movement in the event of a security
breach.

Monitor network traffic for signs of unusual or unauthorized activity.

o Data Protection:

o

Encrypt sensitive data at rest and in transit.

Implement data loss prevention (DLP) systems to prevent unauthorized
access or transmission of sensitive data.

Secure cloud-based storage systems using encryption and access controls.

Ensure that backup systems are protected and isolated from the main
network.

e System Hardening:

o

o

Remove unnecessary software and disable unused services.

Apply security patches and software updates regularly.
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o Ensure that endpoint protection (e.g., antivirus, anti-malware) is installed
and updated.

e Secure Configuration Management:

o Develop and enforce secure configuration standards for operating systems,
databases, and applications.

o Ensure that all configurations are documented and reviewed periodically.
Best Practice:
e Conduct penetration testing to validate the strength of technical controls.

e Use the CIS (Center for Internet Security) benchmarks to guide system hardening
efforts.

¢ Implement least-privileged access to minimize the attack surface.

Establish Administrative Controls - Administrative controls define the governance
structure, roles, and procedures necessary to maintain the ISMS and ensure compliance
with EASA requirements.

Key administrative controls include:
¢ Information Security Roles and Responsibilities:
o Formally assign responsibility for ISMS management to the ISMS Manager.

o Ensure that each department (e.g., IT, operations, compliance) has
designated security representatives.

o Appoint an Incident Response Lead and establish a 24/7 escalation
process.

e Training and Awareness:
o Develop a comprehensive training program for all staff, including:
= Generalinformation security awareness.
= Role-specific training for high-risk positions (e.g., IT administrators).

= Incidentresponse protocols and escalation procedures.
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o Conduct refresher training at least annually.
¢ Incident Management Procedures:
o Create anincident response manual that defines:
= How to identify, report, and classify security incidents.
= Whoisresponsible for responding to incidents.
= How to contain and mitigate threats.
= How to document and review incidents.
e Third-Party Oversight:
o Require suppliers to meet ISMS compliance standards.
o Include ISMS requirements in all contracts and service agreements.
o Conductregular audits of suppliers’ security controls.
e Change Management:

o Establish a formal process for evaluating and approving changes to security
systems and procedures.

o Include security testing as part of the change management process.
Establish Administrative Controls Best Practice:

e Align administrative controls with existing Safety Management System (SMS)
processes.

e Create a structured training matrix to ensure that all roles receive the appropriate
level of security training.

e Define escalation and decision-making authority for security-related incidents.
Set Up a Monitoring and Reporting System

A centralized monitoring and reporting system is essential for detecting and responding to
security threats in real time.

The monitoring and reporting system should include:
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e Security Information and Event Management (SIEM): Use a SIEM platform to
aggregate and analyze security data.

o Automated Alerts: Set up real-time alerts for unauthorized access, unusual
network traffic, and failed login attempts.

 Incident Dashboard: Create a centralized dashboard to monitor active incidents
and security status.

e Performance Metrics: Track security performance using KPlIs (e.g., mean time to
detect, mean time to resolve).

¢ Incident Reporting: Ensure that incidents are logged and escalated to the
appropriate personnel.

Monitoring and Reporting System Best Practices:
¢ Use machine learning to enhance threat detection capabilities.
¢ Automate incident response where possible to reduce response time.
¢ Review security logs daily to identify early signs of compromise.
Conduct Security Awareness Campaigns

A strong security culture is critical for maintaining ISMS effectiveness. Security awareness
campaigns help reinforce training and keep information security at the forefront of
employees’ minds.

Effective security awareness campaigns include:
e Posters and digital signage promoting security best practices.
¢ Company-wide emails highlighting recent security incidents and lessons learned.
¢ Phishing simulations to test staff awareness and response.
¢ Competitions and incentives for reporting security threats.
Security Awareness Campaigns Best Practice:
¢ Reinforce security messages through multiple communication channels.

¢ Recognize employees who demonstrate strong security awareness.
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e Provide ongoing feedback to staff based on training results and incident reports.
Challenges in the Implementation and Integration Phase

e Balancing security with operational efficiency. Overly restrictive access controls or
complex security procedures can slow down operations and create resistance
among staff.

e Ensuring staff compliance with security procedures. Without proper training and
motivation, employees may bypass security controls or fail to report incidents.

e Integration with existing systems can also be complex, particularly if legacy systems
lack modern security features.

e Secure senior management support to drive compliance and resource allocation.

e Use a phased rollout strategy to minimize operational disruption.

e Monitor system performance continuously and adjust security controls based on
threat intelligence and incident reports.

e Conduct post-implementation reviews to identify gaps and improve processes.

Phase 5 - Testing and Verification

The Testing and Verification phase ensures that the ISMS is fully operational and capable of
withstanding real-world threats. Penetration testing, vulnerability scanning, tabletop
exercises, and formal audits provide a comprehensive assessment of system resilience
and readiness for regulatory approval/ certification.

The objective is not only to confirm that the ISMS controls are functioning as intended but
also to identify vulnerabilities, misconfigurations, and gaps that could compromise
information security and operational safety.

e Testing and verification also serve as a foundation for continuous improvement,
helping the organization to refine its security posture and strengthen resilience to
evolving threats.

e This phase typically lasts 1 to 2 months for a medium-sized operator, depending on
the complexity of the infrastructure and the scope of testing required.

Key Objectives of the Testing and Verification Phase

The primary objective of the Testing and Verification phase is to ensure that the ISMS
controls and processes are operational, effective, and compliant with EASA requirements.
The key goals include:
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e Evaluating the resilience of information systems and controls through structured
technical testing.

« Testing the effectiveness of incident response processes under simulated
conditions.

¢ lIdentifying vulnerabilities, misconfigurations, and procedural gaps.

o Ensuring that all staff understand their roles and responsibilities in the ISMS
framework.

e Confirming that ISMS processes align with EASA regulations and international
security standards (e.g., ISO 27001, NIST CSF).

e Establishing a baseline for ongoing monitoring and continuous improvement.

o Validating the organization’s ability to respond to and recover from information
security incidents without compromising aviation safety.

Testing and Verification Phase - Conduct Penetration Testing

Penetration testing (or "ethical hacking") involves simulating a real-world cyberattack to
evaluate how well the organization’s technical controls can detect, respond to, and resist
hostile actions.

Penetration testing should cover the following areas:
e External Network Penetration Testing:
o Simulate an attack from outside the organization’s network perimeter.

o Testthe effectiveness of firewalls, intrusion detection systems (IDS), and
intrusion prevention systems (IPS).

o Attemptto exploit exposed ports, misconfigured servers, and weak
authentication methods.

¢ Internal Network Penetration Testing:
o Simulate an attack from within the organization’s network.

o Evaluate the ability to escalate user privileges and access sensitive systems.
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o Testwhetherinternal segmentation and access controls can prevent lateral
movement.

e Application Penetration Testing:
o Testthe security of web-based and mobile applications.
o Look for common vulnerabilities such as:
= SQLinjection
= Cross-site scripting (XSS)
= Session hijacking
= Insecure data storage
o Verify that user data is encrypted and securely stored.
e Wireless Network Testing:
o Evaluate the security of Wi-Fi networks.
o Testforunauthorized access, rogue access points, and weak encryption.
e Social Engineering Testing:

o Simulate phishing attacks, phone-based scams, and physical intrusion
attempts.

o Testemployee awareness and response to social engineering tactics.

Key Outcomes:

o Detailed report identifying vulnerabilities, misconfigurations, and failed controls.

e Evaluation of system response times and escalation procedures.

e Recommendations for improving network and system security.
Testing and Verification Best Practice:

e Use an external penetration testing team to ensure objectivity.

e Test both known and emerging attack vectors.

o Perform penetration testing at least annually or after major system upgrades.

Q"



AVIATION SERVICES

Testing and Verification - Conduct Vulnerability Scanning

Vulnerability scanning involves automated testing to identify weaknesses in the
organization’s systems and applications. Unlike penetration testing, vulnerability scanning
is a broader process designed to identify potential points of failure before they are
exploited.

Vulnerability scanning should cover the following areas:
e Network Infrastructure:

o Scan for unpatched systems, open ports, and misconfigured network
devices.

o Testfor default passwords and weak encryption algorithms.
e Applications:
o ldentify outdated software versions.
o Testforimproperly configured permissions.
e Endpoints and Workstations:
o Testthe security posture of desktops, laptops, and mobile devices.
o Ensure that endpoint protection (e.g., antivirus, EDR) is active and up to date.
e Cloud and Virtual Systems:
o Identify misconfigurations in cloud storage and infrastructure.
o Testfor exposed APl keys and data leakage risks.
e DataProtection:
o Confirm that encryption and access controls are applied consistently.
o Evaluate the security of backups and recovery systems.
Key Outcomes:

o Risk-ranked list of vulnerabilities.
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e Recommendations for patching and remediation.

e Confirmation that all high-priority vulnerabilities are addressed before going live.
Testing and Verification Best Practice:

e Schedule vulnerability scans regularly (e.g., monthly or quarterly).

¢ Include external and internal systems in each scan.

e Ensure that vulnerability scanning is part of the organization’s change management
process.

Conduct Tabletop Exercises

Tabletop exercises test the effectiveness of the organization’s Incident Response Plan
under simulated conditions. These exercises help assess how well the incident response
team can detect, escalate, and resolve security incidents.

e Scenario Design:

o Design realistic scenarios (e.g., ransomware attack, data breach, insider
threat).

o Include technical, operational, and communication challenges.
e Role Assignment:

o Ensure that all key stakeholders (e.g., ISMS Manager, IT, Operations) are
involved.

o Assign responsibilities according to the Incident Response Plan.
e Execution:

o Simulate the attack or incident.

o Evaluate how quickly the team detects the incident.

o Monitor how the team escalates and contains the threat.

o Testthe communication process (e.g., notifying EASA and affected parties).
2. Debrief:

o Identify gaps in response capabilities.
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o Evaluate whether the team followed established procedures.
o ldentify any delays or failures in communication or escalation.
Key Outcomes:
e Incident Response Plan validation.
o Identification of weak points in escalation and communication processes.
¢ Improved team coordination and decision-making under pressure.
Testing and Verification Best Practice:

¢ Test complex, multi-vector attacks (e.g., ransomware combined with social
engineering).

+ Rotate participants to test different teams and shifts.
e Adjustthe Incident Response Plan based on lessons learned.
Conduct Formal ISMS Audits

The final step is to conduct a formal audit of the ISMS to confirm that all elements are
operational and compliant with EASA requirements.

An ISMS audit should cover:
e Governance and accountability structure.
e Implementation of technical and administrative controls.
¢ Incident response and recovery capabilities.
e Security training and awareness programs.
e Performance against established KPls and compliance benchmarks.

Audits should be conducted internally by the compliance team and externally by qualified
third-party auditors.

Key Outcomes:
¢ Confirmation of ISMS compliance with EASA requirements.

o Identification of any remaining gaps or weaknesses.
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¢ Recommendations for strengthening ISMS controls.
ISMS Audits Best Practice:
¢ Conduct aninternal audit before the external audit.

e Schedule regular audits to ensure ongoing compliance.

Challenges in the Testing and Verification Phase

e One of the key challenges is coordinating penetration testing and vulnerability
scanning without disrupting operations.

e Ensuring that all security incidents are properly simulated in tabletop exercises can
also be challenging.

e Another challenge is securing sufficient resources to address findings from
penetration tests and audits.

¢ Engage independent testers and auditors to ensure objectivity.

e Schedule tests and audits during low-traffic periods to avoid operational disruption.
e Adjusttesting scenarios regularly to reflect evolving threats.
Phase 6 - Regulatory Certification and Approval

The Regulatory Certification and Approval phase is the final step in the implementation of
an EASA-compliant Information Security Management System (ISMS). This phase involves
conducting a thorough internal compliance audit, providing the Competent Authority with
the opportunity to audit the process and addressing any findings or gaps identified during
the approval process.

This phase typically lasts 1 to 2 months for a medium-sized operator, depending on the
complexity of the ISMS and the results of the internal and external audits.

Key Objectives of the Regulatory Certification and Approval Phase

The primary objective of this phase is to secure formal approval from EASA or the national
aviation authority, confirming that the ISMS meets all applicable regulatory requirements.
The key goals include:

¢ Conducting a finalinternal compliance audit to verify that all ISMS components are
correctly implemented and functioning as intended.
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e Compiling and reviewing all ISMS documentation to confirm that it meets EASA’s
requirements and accurately reflects the implemented controls.

e Submitting the ISMS documentation to the competent authority (EASA or the
national authority) for review and approval.

e« Addressing any findings or gaps identified during the audit or approval process.

e Establishing a process for ongoing monitoring and continuous improvement
following certification.

Achieving certification represents a significant milestone in the organization’s information
security journey, confirming that the ISMS is both effective and compliant with
international aviation standards.

Steps in the Regulatory Certification and Approval Phase -Conduct an Internal
Compliance Audit

Before submitting the ISMS for regulatory approval, the organization must conducta
comprehensive internal compliance audit to verify that all ISMS elements are operational
and effective.

The internal compliance audit should be conducted by the Compliance Manager or an
independent internal audit team to ensure objectivity and thoroughness. It should follow
the guidelines established in the ISMS framework and EASA’s acceptable means of
compliance (AMC).

Scope of the Internal Audit:
e Governance and Accountability:

o Confirm that the ISMS Manager and security team have been formally
appointed.

o Verify that senior management has endorsed the ISMS policy.

o Ensure thatroles and responsibilities for information security are clearly
defined.

¢ Information Security Policy and Procedures:

o Confirm that the Information Security Policy is up to date and accessible to
staff.
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Verify that all supporting procedures (e.g., access control, incident response)
are being followed consistently.

Ensure that any recent changes to the ISMS have been documented and
approved.

e Technical and Administrative Controls:

Confirm that firewalls, encryption, and access controls are functioning as
intended.

Verify that all identified vulnerabilities have been addressed.
Ensure that data backups are secure and recoverable.

Test logging and monitoring systems to confirm that they are capturing and
reporting security events accurately.

¢ Incident Management:

o

o

Verify that incident response procedures have been tested through tabletop
exercises.

Confirm that staff are aware of incident reporting procedures.

Ensure thatincident records are complete and accurately documented.

e Training and Awareness:

o

Confirm that all staff have completed required information security training.

Verify that training records are up to date and reflect current staff
assignments.

Assess the effectiveness of security awareness programs (e.g., phishing
tests).

e Third-Party Management:

o

o

o

Confirm that ISMS requirements are included in contracts with suppliers.
Verify that third-party audits have been conducted where required.

Ensure that external service providers are meeting security obligations.

Q"
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e Performance Monitoring and Continuous Improvement:

o Review the results of vulnerability scans, penetration tests, and security
audits.

o Confirm that corrective actions have been implemented for identified
weaknesses.

o Ensure that key performance indicators (KPlIs) are being tracked and
reported.

Key Deliverables from the Internal Audit:

¢ Internal Audit Report — A detailed report identifying findings, corrective actions,
and areas for improvement.

o Compliance Statement - A statement signed by the ISMS Manager confirming that
the ISMS is compliant with EASA regulations and ready for submission.

o Corrective Action Plan - A plan to address any non-conformities identified during
the internal audit.

Compile and Submit ISMS Documentation - Core ISMS Documentation Includes:

¢ Information Security Policy — The high-level policy defining the organization’s
approach to information security.

¢ ISMS Manual - A detailed manual describing the structure of the ISMS, roles and
responsibilities, and security controls.

¢ Risk Assessment Report — A documented analysis of information security risks and
mitigation strategies.

¢ Incident Response Plan - Procedures for detecting, reporting, and resolving
security incidents.

¢ Training Records - Proof that staff have been trained on ISMS policies and
procedures.

+ Audit Reports — Reports from internal audits, penetration tests, and vulnerability
scans.
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e Supplier and Contractual Agreements — Proof that ISMS requirements have been
integrated into supplier contracts.

The documentation must be submitted to the appropriate national aviation authority or
EASA depending on the organization’s operational jurisdiction.

Challenges in the Certification Phase

e One challenge is ensuring that all documentation is consistent and accurately
reflects the implemented ISMS controls.

e Another challenge is addressing findings within the authority’s specified timeframe,
especially if major gaps are identified.

e Coordinating the certification process across multiple operational sites and
departments can also be complex.

¢ Engage the authority early in the process to clarify expectations.

¢ Assign a dedicated compliance officer to manage the certification process.
e Conduct a pre-certification audit to identify gaps before the formal review.
Phase 7 - Continuous Improvement and Monitoring

The Continuous Improvement and Monitoring phase is the ongoing stage of an EASA-
compliant Information Security Management System (ISMS).

Continuous improvement and monitoring allow the organization to maintain a proactive
security posture, minimize risks to aviation safety, and demonstrate ongoing compliance
with EASA requirements. This phase ensures that the ISMS remains a living system that
evolves with the organization and the external security environment.

Key Objectives of the Continuous Improvement and Monitoring Phase

The primary objective of this phase is to maintain the effectiveness and relevance of the
ISMS over time. The key goals include:

e Establishing a structured process for monitoring ISMS performance and detecting
deviations or security weaknesses.

e Ensuring that the ISMS remains alighed with regulatory requirements as EASA
updates its guidelines and standards.
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e Tracking and analyzing security incidents to identify recurring patterns or
vulnerabilities.

e Conducting regular audits and assessments to evaluate the performance of security
controls and operational processes.

e Implementing corrective and preventive actions (CAPA) to address identified
weaknesses.

e« Adapting the ISMS to reflect changes in the organization’s structure, technology, and
operational environment.

¢ Ensuring that the organization’s workforce remains knowledgeable and engaged
through ongoing training and awareness programs.

Continuous improvement is critical for maintaining the long-term resilience and
effectiveness of the ISMS in a constantly evolving threat environment.

Steps in the Continuous Improvement and Monitoring Phase - Establish a
Performance Monitoring and Reporting Framework

The first step in the continuous improvement process is to establish a formal framework for
monitoring ISMS performance and security posture.

The monitoring framework should define:

e KeyPerformance Indicators (KPIs): Establish specific metrics to measure the
effectiveness of the ISMS.

o Data Sources: Identify where performance data will be collected (e.g., SIEM logs,
audit reports, incident reports).

¢ Frequency: Define how often performance data will be reviewed (e.g., weekly,
monthly, quarterly).

e Ownership: Assign responsibility for monitoring performance to the ISMS Manager
and relevant teams.

e Reporting: Define the format and audience for ISMS performance reports.

Common ISMS KPIs Include:
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¢ Incident Detection Rate: Percentage of security incidents detected before they
cause operational disruption.

¢ Incident Resolution Time: Average time to contain and resolve security incidents.
e Vulnerability Remediation Time: Time taken to address critical vulnerabilities.

e User Compliance Rate: Percentage of staff completing security training and
adhering to security policies.

o System Availability: Percentage of time that critical systems remain operational
without security-related disruptions.

¢ Access Control Violations: Number of unauthorized access attempts or privilege
escalations.

e Audit Findings: Number and severity of non-conformities identified in audits.

The monitoring framework should include automated systems to collect and analyze
security performance data in real time. This allows the organization to detect issues quickly
and respond before they escalate into serious incidents.

Continuous Improvement and Monitoring Phase Best Practice:

e Use a Security Information and Event Management (SIEM) platform to centralize
monitoring and reporting.

e Establish an ISMS dashboard to provide real-time visibility into security
performance.

o Define thresholds for automatic alerts (e.g., if incident resolution time exceeds 24
hours).

¢ Conduct Regular Audits and Assessments (Use a risk-based audit approach—
focus more resources on high-risk areas.)

To maintain EASA certification, the organization must conduct regular audits and
assessments to confirm that the ISMS remains compliant with regulatory requirements and
effectively protects information assets.

There are three main types of ISMS audits:
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e Internal Audits:

o Conducted by the organization's compliance team or an independent
internal auditor.

o Evaluate the effectiveness of security controls and adherence to established
procedures.

o ldentify gaps, misconfigurations, and process failures.

o Ensure that corrective actions from previous audits have been implemented.
e External Audits:

o Conducted by EASA or a designated national aviation authority.

o Required as part of the ISMS certification renewal process.

o Focus on both operational and technical aspects of the ISMS.

o Mayinclude targeted inspections of specific systems or processes.
e Third-Party Audits:

o Conducted by an independent external auditor.

o Often used to validate compliance with international standards (e.g., ISO
27001).

o Provides an unbiased assessment of the organization’s security posture.
Audits should cover the full scope of the ISMS, including:
e« Technical controls (e.g., firewalls, access controls, encryption).
¢ Administrative controls (e.g., security training, reporting structure).
¢ Incident response procedures.
e Performance monitoring and reporting.

¢ Compliance with contractual obligations to customers and partners.

Step 3 - Implement Corrective and Preventive Actions (CAPA)
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The goal of corrective and preventive actions is to address the root causes of security
incidents and audit findings, preventing them from recurring.

Corrective Actions:
e Apply security patches to address known vulnerabilities.
e Strengthen access controls to prevent unauthorized access.
¢ Provide targeted training to staff responsible for policy violations.
o Update operational procedures to close process gaps.
Preventive Actions:
¢ Introduce automated security controls to reduce human error.
e Improve monitoring systems to detect anomalies earlier.
¢ Implement regular staff security awareness programs.
e Update the risk assessment framework to reflect emerging threats.

Corrective and preventive actions should be tracked in a formal Corrective Action Log that
includes:

e Description of the issue.
o Assigned owner and target resolution date.
e Status (open, in progress, closed).
e \Verification of completion.
Challenges in Continuous Improvement and Monitoring

e One of the biggest challenges is securing ongoing budget and resources to maintain
the ISMS.

e Another challenge is ensuring that corrective and preventive actions are
consistently applied across all departments.

e Adapting the ISMS to reflect new threats and regulatory changes can also be
complex, especially in large, geographically distributed organizations.

e Maintain a centralized risk register to track and prioritize threats.

e Automate performance monitoring where possible.
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e Encourage a culture of transparency and accountability.
Next Steps

Sofema Aviation Services (www.sassofia.com) and Sofema Online
(www.sofemaonline.com) provide Information and Cyber Security Regulatory Training as
Classroom, Webinar and Online Training — Please see the websites or email

team@sassofia.com



http://www.sassofia.com/
http://www.sofemaonline.com/
mailto:team@sassofia.com

