Improving Cyber Resilience in EASA-Compliant European Aviation Organizations

Sofema Online (SOL) considers Information and Cyber Security Measures to Improve
resilience

e For aviation organizations to thrive in a rapidly evolving digital ecosystem, cyber
resilience is no longer optional—it is a core enabler of safety, continuity, and
trust.

e Achieving full compliance with EASA standards while embedding a proactive,
adaptive, and integrated approach to cyber risk management is essential for
safeguarding operations today and into the future.

Mandatory Requirement Considerations

e Integration of cybersecurity risk management into Safety Management Systems
(SMS).

Cybersecurity included in change management processes.

Security-by-design for new aircraft systems and components.

Regular vulnerability assessments and penetration testing.

Implementation of security incident reporting protocols (linked with Regulation EU
376/2014).

Introduction

Improving cyber resilience in European aviation organizations in full compliance with
EASA (European Union Aviation Safety Agency) involves a multi-layered approach:
e Incorporating regulatory mandates,
e Strategic planning,
e Technical safeguards, and
e Continuous risk management.

Understanding Cyber Resilience vs Cybersecurity

o Cybersecurity: Preventing unauthorized access, attacks, or damage to digital
systems.

o Cyber Resilience: The ability to withstand, respond to, and recover from cyber
incidents while maintaining operational continuity.

Cyber resilience is broader and more holistic, focusing not only on protection but also
on detection, response, and recovery.

Understanding Cyber Resilience vs. Cybersecurity



Cybersecurity: The First Line of Defense - Cybersecurity refers to the suite of
technologies, processes, and controls designed to:

e Protect IT systems, networks, and data from unauthorized access, disruption,
theft, or damage.
« Maintain confidentiality, integrity, and availability of information systems.
o Prevent exploitation of vulnerabilities through:
o Firewalls, antivirus, and intrusion prevention systems (IPS)
o Encryption and access control
o Security policies and user training
o Secure software and system configurations

Cybersecurity should be proactive and preventive—it aims to stop attacks before they
happen.

e However, cybersecurity is not infallible. Threats evolve rapidly, and zero-day
exploits, insider threats, and advanced persistent threats can bypass even well-
defended systems.

Cyber Resilience: Beyond Protection Cyber resilience, in contrast, assumes that:
Some cyber incidents will succeed.

It's a broader, more strategic concept that encompasses:

o Preparation: Anticipating potential incidents and building strong processes.

« Withstanding: The ability to absorb the shock of an attack (e.g., system
redundancy, segmentation).

« Response: Timely, effective actions to contain and mitigate the impact.

o Recovery: Rapid restoration of systems and resumption of operations.

e Adaptation: Learning from incidents to strengthen defenses and reduce future
risk

In aviation, cyber resilience is critical because systems are highly interconnected,
safety-critical, and often involve legacy technologies that are harder to secure.

Cybersecurity vs. Cyber Resilience in the Aviation Context

IAspect [Cybersecurity [Cyber Resilience |

\Focus HPrevention and protection HContinuity and adaptability \

\Objective HKeep threats out HKeep flying safely despite threats \

Scope Mo_stlly technical (tools, Organizational and systemic (culture,
policies, protocols) processes, governance)




\Aspect HCybersecurity HCyber Resilience
Res_ponse to Try to block or prevent Detect, contain, recover, and evolve
Incident

# of threats blocked or Recovery time, service continuity,
Measurement s . .

vulnerabilities patched and resilience maturity

Example: Aircraft Maintenance IT System

o Cybersecurity: Ensures that only authorized personnel can access maintenance
data through secure login, encryption, and role-based permissions.
o Cyber Resilience: Prepares for a potential breach by:
o Keeping offline backups of maintenance records.
o Having a response team ready to act.
o Maintaining a business continuity plan to ensure aircraft are not grounded
due to data inaccessibility.

Why Cyber Resilience Matters for EASA-Compliant Aviation Organization.

e Compliance Requirements: EASA now requires operators and organizations to
integrate cybersecurity risk management into the SMS, shifting the focus from
just technical defense to operational resilience.

o Safety-Critical Operations: Even a brief disruption can have severe safety and
reputational consequences.

e Complex Ecosystems: The aviation industry involves a supply chain of airports,
ANSPs, MROs, OEMs, and software providers—any of which can be a target or
vector for cyber threats.

e Digital Transformation: As aviation becomes more digital (e.g., e-enabled

aircraft, EFBs, l0T in airports), the attack surface expands and resilience
becomes essential.

Resilience Mindset: Shift in Thinking

Organizations must move from a mindset of “How do we prevent this from
happening?”

to

“How do we ensure we can recover quickly and keep operating if it does
happen?”

This shift requires leadership commitment, staff awareness, robust planning, and
cyber-safety culture integration across all functions—not just IT.

Summary



o Cybersecurity = essential foundation; focused on protection and prevention.

« Cyber resilience = strategic evolution; focused on resistance, response, and
recovery.

« Together, they form a robust posture necessary for EASA compliance, safety
assurance, and operational continuity in today’s digital aviation environment.

Key Strategies to Improve Cyber Resilience
Integrate Cybersecurity into SMS (Safety Management System)

o Risk-based approach to identify and mitigate cyber threats.
o Proactive threat modeling and attack surface analysis.
e Include cyber risks in the organization’s safety risk registers.

Establish a Cybersecurity Governance Framework
o Define clear roles and responsibilities for cyber risk ownership.
e Appoint a Cybersecurity Manager or Officer.
o Implement cybersecurity policies and procedures aligned with EASA & NIS2
Directive.

Conduct Regular Cyber Risk Assessments

« ldentify critical assets (aircraft systems, maintenance platforms, operational IT

infrastructure).

o Use EASA-approved risk assessment models (e.g., aviation-specific threat
scenarios).

« Evaluate third-party/vendor risks, especially in AMOs, CAMOs, and ATM
providers.

Improve Supply Chain Cybersecurity

o Perform due diligence on suppliers and service providers.

e Mandate cybersecurity compliance in contracts.

e Require third parties to follow EASA-compliant security practices (e.g.,
maintenance software providers).

Develop a Cybersecurity Awareness Culture

« Deliver mandatory cyber awareness training for all staff.

e Conduct phishing simulations, social engineering tests, and scenario-based
training.

e Encourage "security incident speak-up" similar to safety reporting.



Adopt Technical Safeguards

Implement strong authentication (MFA) and access control.

Network segmentation for aircraft interface systems.

Real-time monitoring and anomaly detection tools.

Secure software development lifecycle (SSDLC) for avionics & maintenance

tools.

Build and Test Incident Response Capabilities

« Establish a Cyber Incident Response Plan (CIRP).
« Conduct tabletop exercises simulating aviation cyber incidents.
e Ensure alignment with EU Aviation CSIRT (Computer Security Incident Response

Team) coordination requirements.
Organizational Resilience & Business Continuity

Cyber resilience is not only about IT—it’s also about organizational endurance.
« Maintain Business Continuity Plans and Disaster Recovery Plans that include

cyber-specific scenarios.
o Ensure data backup integrity and rapid system restoration protocols.
o Define Recovery Time Obijectives (RTO) and Recovery Point Objectives (RPO)

for critical aviation systems.
Continuous Improvement & Compliance Monitoring

« Conduct internal audits against EASA cybersecurity standards.
o Monitor emerging threats via EASA cybersecurity advisories.

Alignment with International Standards

In addition to EASA guidance, organizations should align with:
e [ISO/IEC 27001 — Information Security Management Systems.
e NIS2 Directive — EU Directive on Network and Information Systems.
« EU Cybersecurity Act — Certification frameworks for critical infrastructure.

Future Readiness and Digital Innovation

e Prepare for Al-driven cyber threats and quantum computing impacts.
o Implement secure-by-design principles in innovation.
e Collaborate with EASA on upcoming initiatives



AVIATION SERVICES

Next Steps

Sofema Aviation Services (www.sassofia.com) and Sofema Online
(www.sofemaonline.com) provide Information and Cyber Security Regulatory Training
as Classroom, Webinar and Online Training — Please see the websites or email
team@sassofia.com



http://www.sassofia.com/
http://www.sofemaonline.com/
mailto:team@sassofia.com

