
 
Information Security Management System – Questions & Review – Jan 26_R1 

What are the conditions of Part IS applicability for ELA2 aircraft, in particular for 

ATOs?  

 Based on Article 2 (Scope) of Commission Implementing Regulation (EU) 

2023/203, the conditions for Part-IS applicability regarding ELA2 aircraft for 

Approved Training Organisations (ATOs) are as follows: 

 General Applicability Part-IS generally applies to Approved Training 

Organisations (ATOs) that are subject to Annex VII (Part-ORA) to Regulation 

(EU) No 1178/2011. 

 Exception for ELA2 Aircraft The regulation explicitly excludes ATOs from the 

requirements of Part-IS if they meet specific conditions regarding ELA2 aircraft. 

Part-IS does not apply to ATOs that are: 

 Solely involved in training activities for ELA2 aircraft (as defined in Article 1(2), 

point (j) of Regulation (EU) No 748/2012). 

 Summary of Conditions 

 Applicable: If an ATO conducts training for ELA2 aircraft and other types of 

aircraft (e.g., complex motor-powered aircraft or non-ELA2 aircraft), Part-IS is 

applicable to the organisation. 

 Not Applicable: If an ATO's training activities are restricted exclusively to ELA2 

aircraft (or if they are solely involved in theoretical training), the organisation falls 

outside the scope of Part-IS. 

Does Part IS apply to ATCO training organizations that provide initial training -

basic and rating- both theoretical and simulator training? 

 Based on Article 2(1)(f) of Commission Implementing Regulation (EU) 2023/203 

in the provided document, the answer is Yes. 

 Part-IS applies to air traffic controller training organisations (ATCO TOs) that 

provide initial training (basic and rating), including theoretical and simulator 

training. 

 Here is the detailed breakdown: 

 Explicit Inclusion: The regulation explicitly states that it applies to "air traffic 

controller training organisations (ATCO TOs)... subject to Annex III (Part 

ATCO.OR) to Regulation (EU) 2015/340". 

 No Exceptions Listed: Unlike Approved Training Organisations (ATOs) for pilots 

(Article 2(1)(d)), which have specific exceptions for "solely involved in theoretical 

training", there are no such exceptions listed in Article 2(1)(f) for ATCO TOs. 



 

 Simulator Training: Since the organization in question provides simulator training, 

it would not fall under a "solely theoretical" exemption even if one existed similar 

to the pilot training rules. 

 Therefore, an ATCO TO providing initial training comprising both theoretical and 

simulator instruction falls fully within the scope of Part-IS. 

In a complex organization where a CRP is appointed, does regulation 

IS.I.OR.240(b) require additional roles reporting to the CRP, or would the CRP 

alone be sufficient to meet this requirement? 

 Based on Regulation (EU) 2023/203 (Part-IS.I.OR) and the associated Guidance 

Material (GM), here is the assessment regarding the Common Responsible 

Person (CRP) and Regulation IS.I.OR.240(b) in a complex organization: 

 The CRP alone would likely NOT be sufficient in a complex organization. 

 While Regulation IS.I.OR.240(b) technically permits the appointment of a single 

"person" to ensure compliance, the complexity of the organization triggers other 

requirements and guidance that necessitate additional roles or a "group" 

structure reporting to the CRP. 

 Here is the detailed regulatory breakdown: 

 Role of the CRP (Delegation): Under IS.I.OR.240(d), the Accountable Manager 

(AM) may delegate activities to a CRP in shared/complex environments. The 

CRP takes on the corporate authority to establish and maintain the ISMS. 

 Power to Appoint: According to GM1 IS.I.OR.240(e), the delegation to the CRP 

typically includes the power to appoint the specific person or group of persons 

referred to in IS.I.OR.240(b). This implies a hierarchy where the CRP oversees 

the specific compliance personnel (often a CISO or IS Manager appointing 

operational staff). 

 Requirement for Sufficiency (The Key Constraint): IS.I.OR.240(f) explicitly 

requires the organization to have "sufficient personnel on duty" to carry out the 

security activities. In a "complex organization," a single individual (the CRP) 

would almost certainly fail to meet the "sufficient personnel" criterion to manage 

all risks, reporting, and maintenance tasks alone. 

 Explicit Guidance on Assistance: GM1 IS.I.OR.240(e) further clarifies that "in 

general, the CRP may be assisted in the performance of his or her duties by 

additional personnel". 

 Summary In a complex organization, the CRP acts as the high-level strategic 

delegate (similar to a Chief Information Security Officer). To satisfy IS.I.OR.240(f) 

(Sufficiency) and effectively execute the duties outlined in IS.I.OR.240(b), the 



 
CRP is expected to appoint and oversee additional personnel or a group of 

persons, rather than fulfilling the requirement alone. 

Regarding contracts with organizations and suppliers that are not under Part-IS, 

what specific contract updates are necessary to ensure risks are adequately 

controlled? 

 Based on the AMC & GM to Regulation (EU) 2023/203 (Part-IS.I.OR) and 

Regulation (EU) 2022/1645 (Part-IS.D.OR), organizations must introduce specific 

provisions into contracts with suppliers or interfacing entities that are not subject 

to Part-IS to ensure information security risks are adequately managed. 

 Since these third parties are not legally bound by Part-IS to manage risks or 

report incidents directly to the authority, the contract becomes the primary tool to 

extend these obligations. 

 Mandatory Incident Reporting & Point of Contact 

 Contracts must include standard clauses obliging the non-Part-IS supplier to: 

o Report Incidents: Report information security incidents that may have an 

impact on the contracting organization within an agreed timeframe. 

Incidents and vulnerabilities that could lead to unsafe conditions must be 

reported as soon as possible. 

o Designate a Point of Contact (POC): Explicitly designate a POC for 

incident management and potential crisis management. 

 Risk Mitigation & Controls 

o Because the regulated organization remains accountable for the risks 

arising from the interface, it cannot rely on the supplier's regulatory 

compliance. Therefore, the contract must: 

o Require Specific Controls: Include arrangements that require the supplier 

to implement specific mitigating measures and information security 

controls within their own organization to bring risks to an acceptable level. 

o Ad-hoc Reporting/Vulnerability Lists: If the supplier cannot offer ad-hoc 

reporting (e.g., large distributed service providers), the contract should 

alternatively require them to provide up-to-date lists of vulnerabilities 

affecting the contracted systems, which the aviation organization must 

then monitor. 

 Change Management 

o The contract must ensure the supplier informs the organization of relevant 

changes that could alter the risk profile. The guidance explicitly states 



 
these entities should be informed of their responsibility to report changes 

through contractual arrangements, including: 

o Interface Changes: Establishment or removal of interfaces. 

o Configuration Changes: Changes to existing interfaces that have the 

potential to alter risk assessment outcomes. 

 Access and Audit Rights 

 To verify continued compliance and the effectiveness of the measures: 

o Right of Access: The contract should ensure the organization (and its 

competent authority) has access to the contracted organization. This 

includes visibility of evidence (artefacts, documents, certifications) or 

physical access to premises to determine compliance. 

o COTS Considerations: If using Commercial Off-The-Shelf (COTS) 

services with standard clauses, the organization must evaluate if those 

standard clauses provide sufficient access to required information; if not, 

specific addendums may be necessary. 

Which product audits would be most relevant under Part-IS (e.g., SOC, reporting 

platforms, etc.)? 

 Based on the provided Part-IS regulatory text (Regulation (EU) 2023/203 and 

2022/1645), "product audits" are not explicitly defined as a distinct category 

(unlike in manufacturing quality assurance). However, the regulation requires 

organizations to ensure that contracted activities and systems comply with 

information security requirements. 

 Therefore, audits of the following products, platforms, and services are most 

relevant under Part-IS, particularly within the scope of Supply Chain 

Management (IS.I.OR.235 / IS.D.OR.235) and Risk Assessment (IS.I.OR.205 / 

IS.D.OR.205): 

o Commercial Off-The-Shelf (COTS) and SaaS Services 

o When an organization relies on standard third-party software or services 

(COTS) for critical functions, these "products" must be audited or 

assessed to ensure they provide sufficient access to security evidence. 

o Relevance: Organizations must evaluate if the standard contractual 

clauses and security controls of these products meet Part-IS 

requirements. 

o Audit Focus: Verification of the provider's security certifications (e.g., ISO 

27001) as evidence of compliance, since direct physical audits of large 

COTS providers (e.g., cloud platforms) may not be practical. 



 
o External Reporting Platforms 

o Since organizations must implement an external reporting scheme 

(IS.I.OR.230 / IS.D.OR.230) compliant with Regulation (EU) No 376/2014, 

the specific platforms used to store and transmit these reports are critical 

"products" subject to audit. 

o Relevance: These platforms handle sensitive occurrence data. 

o Audit Focus: Ensuring the platform maintains the confidentiality and 

integrity of the reports and allows for secure, timely transmission to the 

competent authority (within 72 hours). 

o Security Operations Center (SOC) and SIEM Systems 

o For organizations that centralize detection capabilities, the Security 

Information and Event Management (SIEM) systems and the SOC itself (if 

outsourced) are highly relevant for auditing. 

o Relevance: These tools are central to the detection (IS.I.OR.220 / 

IS.D.OR.220) and internal reporting (IS.I.OR.215 / IS.D.OR.215) 

requirements. 

 Audit Focus: Verifying that these systems correctly aggregate, correlate, and 

analyze events to detect abnormal behavior and that the provider (if external) 

meets response time obligations. 

  Record-Keeping and Archiving Systems 

 Systems used to store mandatory records (risk assessments, incident logs, 

personnel records) must be audited to ensure they protect data integrity and 

prevent unauthorized access or alteration. 

o Relevance: Compliance with IS.I.OR.245 / IS.D.OR.245 (Record-keeping). 

o Audit Focus: Testing for "data leakage" prevention, integrity protection 

(e.g., digital signatures), and resilience against threats like ransomware 

(e.g., offline backups). 

 Supply Chain and "Managed Services" 

 Audits of contracted "managed services" (e.g., IT support, remote administration) 

are critical because these providers often have remote access to the 

organization's systems. 

o Relevance: These providers introduce risks through their interfaces and 

remote access tools. 

o Audit Focus: The scope should be limited to the specific processes, 

resources, and data used for the execution of the contracted activities. 

o Acceptable Evidence for these Audits 



 

 While the regulation emphasizes ISO/IEC 27001 certifications as a primary form 

of evidence for supplier capability, it also allows for: 

o Direct Audits: Performing compliance audits at the supplier's premises 

(where practical). 

o Security Certifications: Reviewing independent certifications granted by 

impartial auditors (this effectively includes SOC 2 Type II reports, although 

they are not explicitly named in the text, they fit the description of 

"certifications granted by external and impartial auditors"). 

 

 

 

 

 

 

Which roles are essential to establish and support the new organization in 

compliance with Part-IS requirements? 

 Based on the AMC & GM to Regulation (EU) 2023/203 (Part-IS.I.OR) and 

Regulation (EU) 2022/1645 (Part-IS.D.OR), the following roles are essential to 

establish, implement, and support an organization in compliance with Part-IS 

requirements: 

 1. Accountable Manager (AM) or Head of Design Organisation (HDO) 

o This is the senior executive with corporate authority to ensure all activities 

can be financed and carried out. 

o Responsibilities: 

o Ensure all necessary resources (finance, personnel, tools) are available to 

comply with the regulation. 

o Establish and promote the information security policy. 

o Demonstrate a basic understanding of the regulation and its implications 

for the organization. 

o Receive feedback on compliance findings to ensure effective corrective 

actions. 

 2. Appointed Person(s) / Information Security Manager (CISO) 



 
o The Accountable Manager must appoint a person or group of persons to 

ensure compliance. While the regulation uses generic terms, guidance 

suggests titles like Chief Information Security Officer (CISO), 

Cybersecurity Programme Director, or Information Security Manager. 

o Responsibilities: 

o Report directly to the Accountable Manager. 

o Manage compliance with Part-IS requirements. 

o Provide guidance, direction, and support for planning and implementing 

the ISMS. 

o Have direct access to the AM to keep them informed on security matters. 

o Note: Procedures must also determine who deputizes for this person in 

case of absence. 

 3. Compliance Monitoring Manager 

o The organization must appoint a person or group responsible for the 

compliance monitoring function. 

o Responsibilities: 

o Periodically monitor the ISMS to ensure compliance with requirements 

and adequacy of procedures. 

o Ensure the independence of the compliance monitoring function (though 

this person may report to the existing compliance monitoring manager of 

the domain). 

o Provide feedback on findings to the Accountable Manager. 

 4. Common Responsible Person (CRP) (For Complex/Shared Structures) 

o In organizations that share information security structures, policies, or 

procedures with other entities (or across multiple approval domains), the 

Accountable Manager may delegate activities to a CRP. 

o Responsibilities: 

o Exercise corporate authority to establish and maintain the ISMS across 

the shared areas. 

o Coordinate between the Accountable Manager(s) and the shared security 

function. 

o This role effectively centralizes the "Appointed Person" duties for a cluster 

of organizations. 

 5. Sufficient Personnel 

 The organization must ensure it has sufficient personnel on duty to perform the 

actual information security activities (e.g., risk analysis, monitoring, incident 

response). 



 
o Responsibilities: 

o Carry out the daily activities covered by the regulation (risk assessment, 

event detection, maintenance). 

o This includes both internal employees and contracted personnel. 

o Summary of Hierarchy 

o Accountable Manager: Provides resources and policy. 

o Appointed Person (CISO/IS Manager): executing the strategy and 

managing the ISMS. 

o Compliance Monitoring: Auditing the system (must remain independent). 

o Personnel: Executing the tasks. 

Is it necessary that all employees in the organization participate in Part-IS 

awareness/training sessions (covering topics such as general cybersecurity 

measures, key information security risks in their area, and how to report these 

risks), or should these sessions primarily target IT personnel? 

 Based on the Acceptable Means of Compliance (AMC) to Regulation (EU) 

2023/203 (specifically AMC1 IS.I.OR.200(a)(1)), it is necessary for all personnel 

to participate in awareness or training sessions, not just IT personnel. 

 1. Scope of Training and Awareness 

 The regulation explicitly states that the information security policy should be 

promoted through "training or awareness sessions within the organisation to all 

personnel". 

 Target Audience: "All personnel" implies that every employee, regardless of their 

specific role (IT, operations, administration, etc.), must be included. 

 Frequency: These sessions must occur on a regular basis or whenever there are 

modifications to the policy. 

 2. Objectives of the Sessions 

 While technical IT staff may require specialized competency training (under 

IS.I.OR.240), the general awareness sessions for all employees are designed to: 

 Promote the information security policy. 

 Ensure a basic understanding of the organization's security principles. 

 Encourage the reporting of vulnerabilities, suspicious/anomalous events, and 

information security incidents (fostering a "Just Culture"). 

 Summary 

 You cannot limit Part-IS awareness sessions to IT personnel only. To comply with 

AMC1 IS.I.OR.200(a)(1)(h), the organization must ensure that all employees 



 
receive regular training or awareness sessions to understand the policy, key 

risks, and how to report issues. 

When is full implementation of EASA part IS and effects to aviation as a whole. 

 The implementation of EASA Part-IS is staggered across different dates 

depending on the type of organisation, and its effects are designed to integrate 

information security into the core of aviation safety. 

o 1. Implementation Timeline 

o Full implementation is not a single date but rather a phased applicability 

based on the specific regulation covering your domain. 

o 16 October 2025: This is the applicability date for Delegated Regulation 

(EU) 2022/1645. 

o Applies to: Design Organisations (DOA), Production Organisations (POA), 

Aerodrome Operators, and Apron Management Service Providers. 

o 1 January 2026: This specific date applies solely to the EGNOS air 

navigation service provider. 

o 22 February 2026: This is the main applicability date for Implementing 

Regulation (EU) 2023/203. 

o Applies to: Air Carriers (AOC), Maintenance Organisations (Part-145), 

CAMOs, Air Traffic Management/Navigation Services (ATM/ANS), Air 

Traffic Controller Training Organisations (ATCO TOs), and Approved 

Training Organisations (ATOs). 

 Effects on Aviation as a Whole 

o The implementation of Part-IS introduces a systemic shift in how the 

aviation industry manages risk, moving beyond traditional safety hazards 

to include malicious threats. 

o Unified Safety & Security Approach: The primary effect is the mandatory 

integration of information security into the aviation safety ecosystem. 

Organisations must now treat cyber threats (malicious intent) with the 

same rigour as safety hazards (random events), ensuring that a cyber-

attack does not lead to an aircraft accident or serious incident. 

o Protection of the "System of Systems": Aviation is highly interconnected. 

Part-IS forces organisations to identify and manage risks not just within 

their own perimeter, but across their interfaces with suppliers and other 

stakeholders. This effectively creates a "chain of trust" across the entire 

European aviation network, preventing vulnerabilities from propagating 



 
from a supplier (e.g., a software vendor) to a critical operator (e.g., an 

airline or ATM). 

o Mandatory Incident Reporting: The regulation closes the gap on cyber 

reporting. Organisations must implement external reporting schemes to 

notify competent authorities of incidents and vulnerabilities with a potential 

impact on safety within 72 hours. This will create a centralized pool of 

threat intelligence to better protect the industry. 

Can we use EBIOS 5workshop methodology for Part-IS 

Based on the detailed review of (IS.I.OR.205 / IS.AR.205 / IS.D.OR.205), EBIOS Risk 

Manager (EBIOS 5) would satisfy the objectives related to risk assessment, provided it 

is customised to focus on Aviation Safety rather than just standard business impacts. 

The regulation explicitly states that it "does not require the use of any specific 

information security framework" (such as ISO or NIST) and that frameworks should 

be "customised and tailored to meet the overall needs of an organisation as well 

as the specific need to consider aviation safety aspects"1111. 

Detailed Analysis: Mapping EBIOS 5 to Part-IS Requirements 

The EBIOS Risk Manager methodology aligns very well with the specific requirements 

of Part-IS (Annex II, Part-IS.I.OR.205), as detailed below: 

Scope & Assets (Workshop 1 vs IS.I.OR.205(a)) 

 Part-IS Requirement: The organisation must identify all elements (assets, 

facilities, systems, data) exposed to risks2. 

 EBIOS Fit: Workshop 1 (Scope & Security Baseline) is designed precisely to 

define the boundaries of the system and identifying the primary assets (business 

values) and supporting assets. 

 Crucial Adaptation: When defining "Feared Events" in Workshop 1, you must 

define them in terms of Aviation Safety impact (e.g., "Loss of integrity of 

navigation data leading to loss of separation") rather than just financial or 

reputation loss. 

Interfaces & Ecosystem (Workshop 3 vs IS.I.OR.205(b)) 

 Part-IS Requirement: The organisation must identify interfaces with other 

organisations (supply chain, service providers) that could result in mutual 

exposure to risks3. 



 
 EBIOS Fit: Workshop 3 (Strategic Scenarios) specifically focuses on the 

Ecosystem. It maps the threat paths coming through external partners, 

suppliers, and interconnected systems. This directly satisfies the requirement to 

analyze risk exposure through interfaces. 

Threat Scenarios & Risk Levels (Workshop 4 vs IS.I.OR.205(c)) 

 Part-IS Requirement: Identify risks with a potential impact on aviation safety, 

assigning a risk level based on the potential of occurrence of the threat 

scenario and the severity of its safety consequences4. 

 EBIOS Fit: 

o Scenario-based: EBIOS is inherently scenario-based (Strategic and 

Operational Scenarios), aligning with the regulation's requirement to 

identify "threat scenarios"5. 

o Risk Level: Workshop 4 (Operational Scenarios) assesses Likelihood 

(Potential of occurrence) and Severity. 

 Crucial Adaptation: The "Severity" scale in EBIOS must be calibrated to the 

safety consequences defined in the regulation (e.g., "Unsafe Condition," "Fatal 

Injury," "Hull Loss")666. 

Risk Treatment (Workshop 5 vs IS.I.OR.210) 

 Part-IS Requirement: Develop measures to address unacceptable risks 

(control circumstances, reduce consequences, or avoid risk)7. 

 EBIOS Fit: Workshop 5 (Risk Treatment) is dedicated to defining the 

remediation plan (PACS) to bring risks to an acceptable level, which directly 

satisfies this requirement. 

Specific Advice for Implementation 

To ensure EBIOS 5 fully satisfies the Part-IS objective, you must apply the following 

specific tailors during the workshops: 

1. Define Safety Scales (Workshop 1): You cannot use a standard "CIA" 

(Confidentiality, Integrity, Availability) impact scale alone. You must map these to 

Safety Consequences. 

o Example: A loss of Integrity (I) in the flight control system = Catastrophic 

Safety Impact. 



 
o Guidance: Use the severity categories provided in the GM (High Severity 

= Unsafe condition/Fatal injury; Moderate Severity = Safety incidents)8. 

2. Integrate Safety Assessment (Workshop 2): When identifying "Risk Origins" 

(attackers), consider those with the intent or capability to cause physical harm or 

safety disruption, not just data theft. 

3. Use the "Bow-Tie" Logic (Workshop 4): The regulation promotes a "Bow-Tie" 

representation to link Information Security threats to Aviation Safety 

consequences9. EBIOS Operational Scenarios should be mapped to this logic: 

o EBIOS Attack Path - Security Incident - Aviation Safety Hazard  - Accident. 

Conclusion: EBIOS 5 is compliant. It is a "Scenario-based" methodology, which is the 

preferred approach in the regulation (over purely asset-based checklists), making it 

highly suitable for identifying the complex attack paths required by Part-IS. 

Can we use ED-046 EUROCAE as a guidance for risk assessment methodology 

ED-046 is not a Risk Assessment Standard - ED-046 (MOPS for Airborne ILS 

Localizer Receiving Equipment) is a technical performance specification for navigation 

hardware. It focuses on signal accuracy, sensitivity, and immunity to interference (like 

FM broadcasting). It does not contain the processes, threat scenarios, or risk 

classification matrices required to perform an Information Security Risk Assessment. 

The Regulation specifies different EUROCAE documents 

The attached rules specifically list which EUROCAE documents are acceptable 

guidance for risk assessment. According to GM1 IS.I.OR.205 and GM1 IS.AR.205, 

organisations are encouraged to use the following standards: 

 ED-201A: Aeronautical Information System Security (AISS) Framework 

Guidance. 

 ED-202A / ED-203A: Airworthiness Security Process / Security Risk Assessment 

(specifically for aircraft systems). 

 ED-204A: Information Security Operations for Continuing Airworthiness. 

 ED-205A: Process Standard for Security Certification/Declaration of Air Traffic 

Management/Air Navigation Services (ATM/ANS) Ground Systems. 

 ED-206: Guidance on Security Event Management (which includes risk 

management chapters). 



 
General Risk Management Frameworks 

If you do not wish to use the aviation-specific ED-20x series, the document also allows 

for general industry standards to be used as a methodology: 

 ISO/IEC 27005 (Information security risk management) 

 ISO/IEC 31000 (Risk management — Guidelines) 

 NIST SP 800-30 (Guide for Conducting Risk Assessments) 

 

Can we use Austro Control PART-IS COMPLIANCE ASSESSMENT TOOL as a 

maturity model for maturity level assessments? 

The specific "Austro Control PART-IS COMPLIANCE ASSESSMENT TOOL" is not 

mentioned in EASA regulations. Austro Control is the National Aviation Authority (NAA) 

specifically for Austria. 

However, based on the definitions and requirements for "Maturity" versus "Compliance" 

found in the provided text (specifically IS.I.OR.260 and GM1 IS.I.OR.260(a)), the 

answer to whether a Compliance Assessment Tool can be used as a Maturity Model is 

generally No, with specific nuances. 

Here is the detailed analysis based on the rules provided: 

1. Distinction between "Compliance" and "Maturity" 

The regulation explicitly distinguishes between monitoring compliance and assessing 

maturity. They are treated as two separate requirements with different objectives: 

 Compliance (IS.I.OR.200(a)(12)): The organization must "monitor compliance... 

with the requirements of this Regulation." 

o Nature: Binary (Compliant / Non-Compliant). 

o Goal: To ensure the minimum legal baseline is met. 

o Tool Function: A "Compliance Assessment Tool" typically acts as a 

checklist to verify if a requirement (e.g., "Do you have a policy?") exists. 

 Maturity (IS.I.OR.260(a)): The organization must "assess... the effectiveness and 

maturity of the ISMS." 

o Nature: Scalar/Progressive (e.g., Levels 1–5, or Initial to Adaptive). 



 
o Goal: To measure the quality, repeatability, and improvement of the 

processes over time. 

o Tool Function: A "Maturity Model" evaluates how well the requirement is 

performed, not just if it is performed. 

2. Regulatory Criteria for a Maturity Model 

According to GM1 IS.I.OR.260(a), a suitable maturity model must allow the organization 

to determine a level of capability. The document maps acceptable maturity models (like 

NIST CSF, C2M2, ISO 21827) to a hypothetical five-level scale: 

1. Initial (Non-Existent/Performed Informally) 

2. Defined (Planned & Tracked/Partial) 

3. Implemented (Well Defined/Risk-Informed) 

4. Managed (Quantitatively Controlled/Repeatable) 

5. Improved (Continuously Improving/Adaptive) 

3. Conclusion: Can the Tool be Used? 

Unless the Austro Control tool has been specifically designed to include a graded scale 

(1-5) for every requirement rather than a simple "Yes/No," it cannot be used as a 

Maturity Model for the purposes of IS.I.OR.260. 

 If the tool is a checklist (Yes/No): It satisfies IS.I.OR.200 (Compliance) but fails 

IS.I.OR.260 (Maturity) because it cannot distinguish between a process that is 

simply "Defined" (Level 2) and one that is "Continuously Improving" (Level 5). 

 If the tool uses tiers: If the tool asks you to rate your implementation on a scale 

(e.g., "Implementation Tier 1-4"), it could serve as the maturity model. 

Recommendation based on the Rules: You should treat the Compliance Assessment 

Tool as the mechanism to demonstrate you meet the baseline requirements (reaching 

"Defined" or "Implemented" status). To fulfil the requirement of IS.I.OR.260, you should 

likely overlay a recognized maturity framework (like NIST CSF tiers) onto that 

compliance data to assess how advanced your implementation is. 

Sofema Aviation Services & Sofema Online Provide Classroom, Webinar & Online 

training currently offering approx. 1000 Courses in total – please see the websites 

or email team@sassofia.com  
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