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Complying with EASA Part IS
Requirements — How to Define
Aviation Critical Systems and
Aviation Critical Security Patches.

https://sassofia.com/blog/complying-with-easa-part-is-
requirements-how-to-define-aviation-critical-systems-and-
aviation-critical-security-patches/

EASA Information Security
Management System Presentation
Review Questions & Comments

https://sassofia.com/blog/easa-information-security-
management-system-presentation-review-questions-comments/

Introducing Information Security
Management System (ISMS) within
European Airports in Compliance
with EASA Requirements

https://sassofia.com/blog/introducing-information-security-
management-system-isms-within-european-airports-in-
compliance-with-easa-requirements/

Information & Cybersecurity within
an EASA Part CAMO Organisation —
Introduction

https://sassofia.com/blog/information-cybersecurity-within-an-
easa-part-camo-organisation-introduction/

The Potential for Information
Security / Cyber Exposure in Aircraft
Maintenance Management (Part
CAMO)

https://sassofia.com/blog/the-potential-for-information-
security-cyber-exposure-in-aircraft-maintenance-management-

part-camo/
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6
Lessons Learned from Real-World
Cyber Threats — In Aviation
Organizations, Operators, CAMOs, _
d Mai . https://sassofia.com/blog/lessons-learned-from-real-world-
an aintainers cyber-threats-in-aviation-organizations-operators-camos-and-
maintainers/
7
Case Studies: Aviation Cybersecurity
Breaches Affecting Commercial
Aircraft Operators https://sassofia.com/blog/case-studies-aviation-cybersecurity-
breaches-affecting-commercial-aircraft-operators/
8
Role of Information Security
Management System (ISMS) in
Aviation Safety https://sassofia.com/blog/role-of-information-security-
management-system-isms-in-aviation-safety/
9
Assessing ISMS Vulnerabilities in the
Supply Chain and IT Infrastructure https://sassofia.com/blog/assessing-isms-vulnerabilities-in-the-
supply-chain-and-it-infrastructure/
10
EASA Information & Cyber Risk
Assessment Methodology (Aligned
with IS'I'OR'ZOS) https://sassofia.com/blog/easa-information-cyber-risk-
assessment-methodology-aligned-with-is-i-or-205/
11
Operational Stakeholder
Responsibilities in ISMS
Implementation and Aviation Safety , ,
E https://sassofia.com/blog/operational-stakeholder-
( ASA) responsibilities-in-isms-implementation-and-aviation-safety-
easa/
12
Contracting Considerations for Cyber
Risk Management (IS.1.0R.235) https://sassofia.com/blog/contracting-considerations-for-cyber-
risk-management-is-i-or-235/
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13
General Introduction — Information
Security (IS) for EASA Part 145
Organizations https://sassofia.com/blog/general-introduction-information-
security-is-for-easa-part-145-organizations/
14
Commission Delegated Regulation
(EU) 2022_1645 and its Information
& Cyber Security Challenges for Part
21 Production and Design _ o .
0 .. https://sassofia.com/blog/commission-delegated-regulation-eu-
rganisations 2022 1645-and-its-information-cyber-security-challenges-for-
part-21-production-and-design-organisations/
15
EASA Cyber Security — Guidance on
Performing a Product and Part
Security Risk Assessment (PISRA) https://sassofia.com/blog/easa-cyber-security-guidance-on-
performing-a-product-and-part-security-risk-assessment-pisra/
16
EASA Information & Cyber Security
Regulations — Impact on Aviation https://sassofia.com/blog/easa-information-cyber-security-
regulations-impact-on-aviation/
17
Cybersecurity Compliance in an EASA
Part 145 Organization: Definitions
and Scope https://sassofia.com/blog/cybersecurity-compliance-in-an-easa-
part-145-organization-definitions-and-scope/
18
EASA is Driving Information & Cyber
i i - ?
Security REgUIatlons WHY? https://sassofia.com/blog/easa-is-driving-information-cyber-
security-regulations-why/
19
Part 145 - Information Security
Foundations — Cyber Threat
Landscape https://sassofia.com/blog/part-145-information-security-
foundations-cyber-threat-landscape/
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Overview of Regulation (EU)
2023/203 and Its Relevance to Part
145 Organizations https://sassofia.com/blog/overview-of-regulation-eu-2023-203-
and-its-relevance-to-part-145-organizations/
21
Considering forthcoming Part 145
changes driven by Regulation (EU)
2023/203, specifically targeting
information security management _ o .
. https://sassofia.com/blog/considering-forthcoming-part-145-
requirements changes-driven-by-regulation-eu-2023-203-specifically-
targeting-information-security-management-requirements/
22
Key Challenges in Implementing
EASA Part-IS Compliance in Aviation
Maintenance https://sassofia.com/blog/key-challenges-in-implementing-easa-
part-is-compliance-in-aviation-maintenance/
23
Navigating EASA’s Information
Security & Cyber Regulations -
Managing Dependency on a Single
Provider (Example — Microsoft , o _ ,
E https://sassofia.com/blog/navigating-easas-information-
cosystem) security-cyber-regulations-managing-dependency-on-a-single-
provider-example-microsoft-ecosystem/
24
Meeting EASA Information & Cyber
Security Compliance Without Adding
Manpower https://sassofia.com/blog/meeting-easa-information-cyber-
security-compliance-without-adding-manpower/
25
EASA Part 145 and Cyber Security
Auditing Requirements https://sassofia.com/blog/easa-part-145-and-cyber-security-
auditing-requirements/
26
EASA Reference Listing for Aviation
Cyber Security Initiatives — R1 https://sassofia.com/blog/easa-reference-listing-for-aviation-
cyber-security-initiatives-r1/
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EASA Part 145 Cyber Security
Responsibilities — Maintaining
Headcount https://sassofia.com/blog/easa-part-145-cyber-security-
responsibilities-maintaining-headcount/
28
Cultural Resistance & Staff
Awareness in EASA Part 145
Cybersecurlty https://sassofia.com/blog/cultural-resistance-staff-awareness-
in-easa-part-145-cybersecurity/
29
Cybersecurity Reporting Procedure
for EASA Part 145 Organizations
Purpose https://sassofia.com/blog/cybersecurity-reporting-procedure-
for-easa-part-145-organizations-purpose/
30
EASA Part 145 Cyber Security
Compliance: Duties and
ResponSIbllltleS Under IS.1.OR.240 https://sassofia.com/blog/easa-part-145-cyber-security-
compliance-duties-and-responsibilities-under-is-i-or-240/
31
Foundations of Aviation Security
Threat and Risk Assessment https://sassofia.com/blog/foundations-of-aviation-security-
threat-and-risk-assessment/
32
Cyber Integration into an EASA Part
145 Organization — Risk
Management Framework https://sassofia.com/blog/cyber-integration-into-an-easa-part-
145-organization-risk-management-framework/
33
Cyber Security & Information
Security Training for EASA Part 145
Organizations https://sassofia.com/blog/cyber-security-information-security-
training-for-easa-part-145-organizations/
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Cybersecurity Responsibilities in
EASA Part 145 Maintenance — Safety
System Integration https://sassofia.com/blog/cybersecurity-responsibilities-in-easa-
part-145-maintenance-safety-system-integration/
35
EASA Part 145 Cyber SMS:
Addressing Physical Security Threats
& PhiShing Risks https://sassofia.com/blog/easa-part-145-cyber-sms-addressing-
physical-security-threats-phishing-risks/
36
Aviation Cybersecurity Training
Aligned with EASA Requirements https://sassofia.com/blog/aviation-cybersecurity-training-
aligned-with-easa-requirements/
37
EASA Aviation Cyber Security
Overview https://sassofia.com/blog/easa-aviation-cyber-security-
overview/
38
EASA Cyber Security — Addressing
Stakeholder Needs https://sassofia.com/blog/easa-cyber-security-addressing-
stakeholder-needs/
39
Effective Strategies for Applying
EASA STORM Cyber Security
Framework https://sassofia.com/blog/effective-strategies-for-applying-easa-
storm-cyber-security-framework/
40
Cyber Security — Initial Airworthiness
Role and Purpose of AMC 20-42 https://sassofia.com/blog/cyber-security-initial-airworthiness-
role-and-purpose-of-amc-20-42/
41
Cyber Security — EASA’s STORM
initiative —Shared Trans-
Organisational Risk Management https://sassofia.com/blog/cyber-security-easas-storm-initiative-
shared-trans-organisational-risk-management/
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Aviation Cyber Security EASA D4S
https://sassofia.com/blog/aviation-cyber-security-easa-d4s/
43
EASA Cyber Security: Considering
Trans-Organizational Resilience
Targets and Service Levels https://sassofia.com/blog/easa-cybersecurity-considering-trans-
organizational-resilience-targets-and-service-levels/
44
EASA Part 145 Information Security
Management System (ISMS)
Considerations https://sassofia.com/blog/easa-part-145-information-security-
management-system-isms-considerations/
45
Integrating Cybersecurity into EASA-
Compliant SMS for Part-145, Part-
OPS, and Part-CAMO https://sassofia.com/blog/integrating-cybersecurity-into-easa-
compliant-sms-for-part-145-part-ops-and-part-camo/
46
Cyber Security Considerations
Related to NIS2 https://sassofia.com/blog/cyber-security-considerations-related-
to-nis2/
47
Considerations Related to Safety and
Certification of Digital Systems and
Safety Critical Software within an
EASA Environment
https://sassofia.com/blog/considerations-related-to-safety-and-
certification-of-digital-systems-and-safety-critical-software-
within-an-easa-environment/
48
Considerations related to the
performance of aviation
cybersecurity risk assessment in _ , ,
d ith 2 1 https://sassofia.com/blog/considerations-related-to-the-
accordance with I1SO 2700 performance-of-aviation-cybersecurity-risk-assessment-in-
accordance-with-iso-27001/
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Sofema Aviation Services Reviews
EASA Regulation IR EU 2023-203 , o , ,
f . . https://sassofia.com/blog/sofema-aviation-services-reviews-
Information Secur'ty Management easa-regulation-ir-eu-2023-203-information-security-
management/
50
Using Aviation Cyber Security
Assessment Tools to identify Related
Risk Cha"enges https://sassofia.com/blog/using-aviation-cyber-security-
assessment-tools-to-identify-related-risk-challenges/
51
Ensuring Compliance with EASA
Information Security Management
System (ISMS) Requirements DR EU _ , _ .
2022/1645 https://sassofia.com/blog/ensuring-compliance-with-easa-
information-security-management-system-isms-requirements-
dr-eu-2022-1645/
52
Addressing Aviation Cyber Security
Emergencies https://sassofia.com/blog/addressing-aviation-cyber-security-
emergencies/
53
Further Considerations Related to
the Cyber Security Threat to Aviation
Systems https://sassofia.com/blog/further-considerations-related-to-the-
cyber-security-threat-to-aviation-systems/
54
Using Aviation Cybersecurity
Assessment Tools to Identify Related
Risk Cha"enges https://sassofia.com/blog/using-aviation-cybersecurity-
assessment-tools-to-identify-related-risk-challenges/
55
Aviation Cyber Security Domain
SpECIfIC Consideration https://sassofia.com/blog/aviation-cyber-security-domain-
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